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1.0 INTRODUCTION

1.1 HISTORY OF THE UNIVERSITY

Marshall B. Ketchum University was established in April of 2013 as an interprofessional health
education institution. The University is named after Marshall B. Ketchum, M.D., the founder of the
Los Angeles School of Ophthalmology and Optometry in 1904, the original degree granting
education program.

Marshall Bidwell Ketchum was born in Canada in 1856 and became a pharmacist. In order to
further his education, he traveled to the United States to study medicine at the Eclectic Medical
Institution in Cincinnati, Ohio graduating in 1882. Following graduation, Dr. Ketchum moved to
Dallas, Texas to join a private medical practice. In 1896, he became a faculty member at
Nebraska’s Lincoln Medical College teaching medicine to inspiring young doctors, eventually
transitioning to becoming the head and lead instructor of the Lincoln Optical College until 1903.
Dr. Ketchum then moved to Los Angeles and established the Los Angeles School of
Ophthalmology and Optometry in March of 1904. This was an exciting time for the profession of
optometry, as it was just beginning to develop into a distinct profession separate from general
medicine. For many years, Dr. Ketchum worked tirelessly to develop the program and merge
several schools into the College, which became non-profit in 1938. He served as President of the
School until 1920.

Dr. Ketchum was an esteemed member of the medical community during his time and was an
early leader of the profession of optometry. He strived to create a college with the highest possible
quality of education and felt that practitioners of optometry had a deep responsibility to the
community and individual patient's visual needs. Ketchum was among the early pioneers of
optometry, advocating the use of the retinoscope to determine refractive status of the eye. He is
well known for his book, “Ketchum’s Lessons on the Eye”, published in 1920, that details not only
the anatomy of the eye, but details on the medical practice of early optometry. Dr. Ketchum
passed away in 1937, and the Marshall B. Ketchum, M.D. Memorial Library was established in
his memory later that year. Dr. Ketchum was also awarded SCCO Centennial Honoree in 2004.

The Southern California College of Optometry is the third oldest optometric educational program
in existence and the changes have been dramatic since its founding in 1904, one year after
California passed a law regulating optometry. In 1911 the name was changed to the Los Angeles
Medical School of Ophthalmology and Optometry at which time the school became incorporated.
In 1948 the College was renamed the Los Angeles College of Optometry. The College’s name
was changed again to the Southern California College of Optometry in 1972. The College moved
to a newly built campus in the City of Fullerton in Orange County, California in 1973, some 30
miles from its location in downtown Los Angeles.

In 2013, the institution adopted the name, Marshall B. Ketchum University, to honor Dr. Ketchum'’s
legacy to developing Inter-Professional Education to encompass our expansion into



interdisciplinary health science educational training. Programs currently within the University
include optometry, physician assistant, pharmacy and a graduate degree program in vision
science. A College of Pharmacy was added in the fall of 2016. The University is accredited
regionally by the Accrediting Commission for Senior Colleges and Universities of the Western
Association of Schools and Colleges (WASC). Individual professional programs are also
accredited by their national accrediting organization:

1.2 NON-DISCRIMINATION STATEMENT

MBKU is committed to providing an environment in which all individuals are treated with respect
and professionalism. In accordance with applicable federal and state laws, it is University policy
to prevent the unlawful discrimination against students, applicants for admission, employees,
applicants for employment and patients requesting treatment on the basis of race, color, national
origin, sex, disability, age or any other characteristic protected by applicable law. The University
also prohibits sexual harassment and harassment on any of the above bases (refer to the
Prohibited Discrimination, Unlawful Harassment & Sexual Misconduct Policy).

Inquiries regarding the University’s equal opportunity policies should be directed to the Vice
President for Student Affairs at StudentAffairs@Ketchum.edu for students and the Vice President
for Human Resources at HumanResources@Ketchum.edu for employees.

For further information on notice of non-discrimination, please contact the Office for Civil Rights
at https://ocrcas.ed.gov/contact-ocr for the address and phone number of the office that serves
his/her area, or call 1-800-421-3481.

1.3 UNIVERSITY EYE CENTER AT KETCHUM HEALTH

In April 2016, the University Center Eye at Ketchum Health was established at 5460 East La
Palma Avenue in the city of Anaheim. The structure is the clinical education facility of Marshall B.
Ketchum University, which is home to the Southern California College of Optometry’s University
Eye Center.

The facility is comprised of two floors of clinical space as well as office space for Advancement
and Marketing, Accounting and Faculty Offices. Currently, the first floor is dedicated to optometric
care and has 36 examination rooms and four (4) pre-testing rooms with the latest technology and
diagnostic equipment. Soon (Summer 2018) the first floor will welcome a medical home, which
will train our Physician Assistants and a dispensing pharmacy, which will train our Pharmacists.
The services available on the first floor are: Primary Care, Cornea and Contact Lenses, Ocular
Disease and Low Vision as well as all ancillary support staff such as patient relations, claims and
other administrative services. The first floor is home to optical services with its state of the art
optical dispensary and fabrication laboratory. The second floor of the facility is comprised of
several services; Pediatrics and Vision Therapy, Ophthalmology, and Clinical Research.
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1.3.2 Clinic Role Descriptions

President

The President is the Chief Executive Officer of the University and is appointed by the Board of
Trustees. The authority and responsibility of the President relates to providing for effective
functioning and implementation of fiscal policies, representing the University before various
professional, legislative, educational, political, business, and community organizations, and the
planning and implementing of long-term education and patient care goals of the University. The
President is also responsible for providing strong leadership, which will establish high standards
of ethical and professional conduct for the profession and all members of the University
community.

Associate Dean of Clinics

The Associate Dean of Clinics is responsible for the leadership of the University Eye Center at
Ketchum Health and has direct oversight of the affiliated clinics of SCCO at MBKU also known
as the University Eye Center Clinical Enterprises in providing high quality comprehensive eye
care services to the public and quality patient encounters for students. The Associate Dean of
Clinics strives to evaluate and enhance the patient experience at the University Eye Centers
and collaborates with the Assistant Director of Marketing and Communications in developing
strategies that will maximize the visibility of all the clinical services. The Associate Dean of
Clinics is responsible for negotiating appropriate contracts to maintain the clinic's fiscal viability
and enhance the clinic's reputation as a center of excellence for exceptional eye and vision care
services. The Associate Dean serves as the chair for the Clinic Council and Student Clinic
Advisory Council.



Director of Clinical Services

The Director of Clinic Services reports to the Associate Dean of Clinics and is responsible for
the development of external strategic program, vision and medical plans and all activities to
enhance clinical relations, which includes development of a community network that will
generate patient referrals, grants, and contracts. The Director is also responsible for
management and leadership of employees providing patient care services and for educating
faculty and staff on grant procedures and new project opportunities and assisting in designing
and implementing continuing education programs for nurses, teachers, and other appropriate
professionals as they relate to SCCO clinical services.

Director of Healthcare Policy Compliance

The Director of Healthcare Policy Compliance reports to the Associate Dean of Clinics and is
responsible for ensuring that all policies and procedures of the Ketchum Health organization are
being accurately maintained and organized; the employees of Ketchum Health are complying with
the rules and regulations of regulatory agencies; that Ketchum Health policies and procedures are
being followed and that behavior in the organization meets the University’s Code of Ethics.

Clinic Systems Coordinator

The Clinic Systems Coordinator reports to the Associate Dean of Clinics and is responsible for
the Electronic Health and Medical Records software for the Ketchum Health organization and
affiliated clinics. The Clinic System Coordinator works directly with end users, IT Department
personnel and software vendors in identifying best practices and assuring that the system is
operating efficiently. Responsibilities include but not limited to software updates, identifying
glitches or software errors, and finding resolution, work with all personnel on proper use of
software features and assist with EHR onboarding.

Director of Optical Services

The Director of Optical Services reports to the Associate Dean of Clinics and is responsible for
the optical department personnel, merchandise, service department fees, vendors, policies and
procedures, and financial viability. The Director of Optical Services is to maintain all optical
inventory, monitor optical laboratory efficiencies and finances, and the schedules of all
opticians. Will coordinate and conduct quarterly orientation with student-interns within the
service and ensure that opticians are up to date on ophthalmic education.

Chief of Service (Primary Care, contact Lens, Low Vision, Ophthalmology & Pediatrics /
Vision Therapy)

The Chief of Service reports to the Associate Dean for Clinics and is responsible for the overall
day-to-day functions of their respective Clinical Service (hereby referred to as Service). The
Chief of Service is responsible for all aspects of Service operations including directly
supervising and ensuring the development of Service Faculty Members and overseeing the
clinic workflow for support staff. The Chief of Service will be responsible for providing
leadership, management and faculty development including patient care services, employee
relations, performance improvements and fiscal management. The Chief of Service plays a key
role in achieving the KETCHUM HEALTHKH objective to effective growth.



Coordinator of Affiliated Clinic

The Coordinator of Affiliated Clinic reports to the Associate Dean of Clinics and is responsible
for the day-to-day operations of the affiliated clinic including staffing, clinical education, patient
care and financial viability. Coordinator of Affiliated Clinic is responsible for providing leadership,
management and development of support staff, performance improvements, and fiscal
management. The Coordinator of Affiliated Clinic plays a key role in achieving the KETCHUM
HEALTHKH obijective to effective growth

14 PURPOSE OF THE MANUAL

The Associate Dean of Clinics at Ketchum Health has compiled the University Eye Center Policies
and Procedures Manual (the “Manual®). It is to be used by all Faculty, students, staff, volunteers,
and the Interns at the clinical sites while delivering care on behalf of Ketchum Health.

The Manual provides all staff and students with guidelines, policies, procedures, and general
information about Ketchum Health operations. All staff and students should become familiar and
use this Manual as a primary resource. Please refer to it when you have inquiries about any part
of the clinic operations.

As the health care environment continues to change, the need to preserve Ketchum Health
highest standards of care is more important than ever. This Manual is an essential component of
such a goal, and everyone is encouraged to understand and comply with its content.

Questions regarding any elements of the Manual or the operations of the clinic in general, should
be addressed to the Associate Dean of Clinics or his/her respective supervisor. Additional
resources may be found at Ketchum Health portal at my.ketchum.edu. All Ketchum Health
employees, faculty, and interns will be informed and provided access to any changes or revisions
to the Manual accordingly.

2.0 PRIVACY AND SECURITY

Executive Summary

As the University Eye Center enters its new era in patient care, a compliance program becomes

paramount to the vision of performing with full transparency and accountability. Two purposes

are served with the implementation of a compliance program:

¢ ltis away of communicating to employees, volunteers, patients, payers, government agencies
and the public in general, that the institution is committed to compliance and strictly follows
federal, state and local laws;

o ltis the roadmap to create, implement and enforce policies and procedures that will allow us
in turn to create awareness about regulatory mandates.

New laws and statutes are continuously enacted, making the compliance an evolving, ever-
changing program. Among the topics that could be covered under any compliance program for a
health care organization are patient privacy and security, claims reimbursement, coding and
billing, marketing, conflict of interest, occupational safety, Anti-Kickback and Stark laws.



University Eye Center employees at all levels, as well as managing directors and board members
of Marshall B. Ketchum University (MBKU), are responsible for following the law and perform in
accordance with the ethics code.

As KETCHUM HEALTH acknowledge that excellence in clinical education and patient care are
the priorities of its operations, a well-designed compliance program will allow the University to
help protect patient privacy, reduce the chances that an audit will be conducted, minimize billing
mistakes, speed up and optimize proper payment claims, and avoid conflicts of interest.

Finally, a compliance program sends a message to all the stakeholders recognizing that the
University takes pride in operating at the highest legal and ethical standards.

Legal Framework

Compliance programs are designed to follow federal and state laws. The Office of Inspector
General (OIG) of the U.S. Department of Health & Human Services has established compliance
program guidance for recipients of federal financial assistance (Medicare- Medicaid), including
individuals and small group practices. Although this is a voluntary program, Marshall B. Ketchum
University will adopt the guidelines.

The OIG’s compliance guidance for small practices was published in 2000 with the main purpose
of preventing health care fraud, waste and abuse from providers billing for services for Medicare,
Medicaid or any other Government related programs .The Patient Protection and Affordable Care
Act of 2010 made mandatory for providers to adopt a compliance plan as a condition of Medicare
enroliment.

The HIPAA act of 1996 and its subsequent amendments, including the Omnibus rule, regulated
privacy and security of protected health information. KETCHUM HEALTH has a compliance
program that addresses privacy and security separately.

Among other laws pertaining to compliance are the Anti-Kickback statutes, the Stark law,
EMTALA, CLIA, OSHA, FERPA, DEFRA, ADA. For the purpose of the Compliance Program at
the KETCHUM HEALTH, we will focus on the Confidentiality, Availability, and Integrity of
protected health information, as regulated by the Health Insurance Portability and Accountability
Act of 1996 (HIPAA) and its subsequent amendments.

2.1 HIPAA PRIVACY POLICIES & PROCEDURES

2.1.1 Terms & Abbreviations Used in this Manual

Act The Act is the Health Insurance Portability & Accountability Act of 1996 and
its updates, changes and revisions that are currently in effect.

Business An outside business or contractor or a subcontractor that assists KETCHUM

Associate HEALTH in certain activities or services that involve the use and/or disclosure

of PHI.




Breach

Unauthorized acquisition, access, use, or disclosure of PHI that can
compromise the Compliance and/or security of this information

Covered Entity

A person or organization that is required to comply with HIPAA regulations.

DHHS

Department of Health and Human Services.

Director

Director of Healthcare Policy Compliance

D-ll

De-identified information.

Encryption

The use of technology to render or transform PHI unreadable.

HCP

Health Care Provider.

Health Care
Operations

= Conducting quality assessment and improvement activities, contacting of
HCPs and patients with information about treatment alternatives and
related functions that do not include treatment.

= Reviewing the competence or qualifications of HCPs, evaluating
practitioner and provider performance, conducting training programs (in
areas of health care under supervision to practice or improve skills),
training of non-health care professionals, accreditation, certification,
licensing or credentialing activities.

= Underwriting, premium rating, and other activities relating to the creation,
renewal or replacement of a contract of health insurance or health
benefits.

= Conducting or arranging for medical review, legal services, and auditing
functions.

= Business planning and development, such as conducting cost-
management and planning-related analyses.

= Business management and general administrative activities of the entity.

= Using PHI to conduct education and training sessions with interns and
students within campus premises.

HIPAA

Health Insurance Portability & Accountability Act of 1996

HITECH

Health Information Technology for Economic and Clinical Act

Minor

An individual under the age of 18. Refer to Ca. Law for exceptions
regarding especial considerations on the age of minors.

NPP

Notice Of Privacy Practices

Omnibus rule

HIPAA amendment to the HITECH act of 2009.

Payment

The activities undertaken by a health care provider to obtain or provide

reimbursement for the provision of health care. The activities relate to the

individual to whom health care is provided and include, but are not limited
to:

= Determinations of eligibility or coverage of health benefit claims.

= Billing, claims management, collection activities, obtaining payment
under a contract for reinsurance, and related health care data
processing.

» Review of health care services with respect to medical necessity,
appropriateness of care, or justification of charges.




= Utilization review activities, including pre-certification and pre-
authorization of services.

= Disclosure to consumer reporting agencies of any of the following PHI
relating to collection of premiums or reimbursement: name and address,
date of birth, social security number, payment history, account number,
and name and address of the health care provider and /or health plan.

PHI Protected health information.

PPO Preferred provider organization.

Telehealth The provision of healthcare remotely by means of telecommunications
technology.

Director See Section One of the manual.

TPO Treatment, payment, or health care operations.

Treatment » The provision, coordination, or management of health care and related

services by one or more health care providers, including the
coordination or management of health care by a health care provider
with a third party.

» Consultation between health care providers relating to a patient.

» The referral of a patient, for health care, from one health care provider
to another.

2.1.2 Protected Health Information
The Act protects any information that it is reasonable to believe could be used to identify an
individual. This means information:
e Thatwe created or received about the individual. This includes health information, as well
as demographic information (address, phone number, SSN).
e That s collected using digital or electronic means, such as biometrics, retina imaging and
facial recognition.
e About the individual’s past, present, or future physical or mental health condition.
e About the treatment or services provided in the past, present or to be provided in the
future.
e About past, present or future payments for provision of health care to the individual.
e Submitted electronically, such as insurance claims, insurance status inquiries, payments
received, and remittance advice, etc.
e Stored on paper, CD, computer, mobile devices (thumb drives tablets, smart phones)
microfilm, photographs, or any other permanent manner.
e Stored in the minds of KETCHUM HEALTH’s faculty and staff.

2.1.3 Allowed Uses or Disclosures of PHI Without Patient Authorization

No authorization is required for certain uses or disclosures. However, in some cases, we must
obtain proof or verification that the request is from an appropriate party. An identification badge,
official credentials, official government letterhead stationery, etc., are all considered appropriate
identification from individuals or parties unknown to KETCHUM HEALTH doctors or staff.




All uses and disclosures on the list below must comply with the “minimum necessary” standard.

The following is a list of allowed uses or disclosures of PHI, which do not require patient
authorization:

e For treatment, payment or health care operations of KETCHUM HEALTH.

o For the treatment activities of the patient between HCP.

e For disclosures to any health care provider for the payment activities of that provider

e For disclosures to insurance payers when the PHI seek is not related to treatment for which
patient has paid the full amount of rendered services in cash.

o To family members, friends or any other unofficial patient representative, after KETCHUM
HEALTH staff has concluded, based on her/his professional judgment that the person asking
for the records would have been allowed by the patient to obtain such records. This applies
mostly to the release of spectacle and contact lens prescriptions and clinical summaries.

¢ To minors when they are authorized by law to obtain their own records without permission
from their parents or legal guardians (Refers to Ca. State law).

e For disclosures to another covered entity for specific health care operations purposes of the
other entity, provided both KETCHUM HEALTH and the other entity have had relationships
with the patient. The disclosure must pertain to the relationship and be:

o For the purpose of quality assessment and improvement activities, population-based
activities relating to improving health or reducing health care costs, case management
and care coordination, conducting training programs, and accreditation, licensing, or
credentialing activities. OR

o For the purpose of health care fraud and abuse detection or compliance.

e For disclosures to another covered entity that participates in the same organized health care
arrangement as KETCHUM HEALTH, for any health care operations activities of the
organized health care arrangement.

e When required by a state or federal law.

e To public health authorities to protect the public health.

e To report abuse, neglect, or other domestic violence.

e To government agencies which oversee health activities or regulatory programs (e.g.,
Medicare, Medical, doctor licensing boards, or others that would investigate violations of
health care laws or civil rights violations).

¢ Inresponse to court or administrative orders or subpoenas.

¢ To law enforcement authorities in specific situations. There must be a valid reason to proceed
with these releases and the asking authority must present a written request.

e To Medical Examiners, funeral directors, or vital records officers.

e To prevent imminent threat of harm to the health or safety of the patient or others, such as
when the patient is in the emergency room and she/he cannot consent.

o For research purposes, when the PHI has been de-identified or constitutes a “limited data
set.” Or when an Institutional Review Board or a Compliance board has granted permission
according to the Act.



Disclosures to correctional institutions and other law enforcement custodial situations.
Disclosures for workers’ compensation, which is not covered by HIPAA rule.

To government officials for special purposes (protection of a high-ranking government official,
national intelligence activities, military purposes, health of members of the Foreign Service).

To business associates who have signed formal written agreements with KETCHUM
HEALTH.

An incidental use and disclosure is permissible only to the extent that KETCHUM HEALTH has:

e Applied reasonable safeguards to protect PHI.

o Implemented the “minimum necessary” standard explained in the next section, where
applicable.

Minimum Necessary

The use of PHI is limited to the minimum that is reasonably needed for accomplishing the intended

purpose. This applies when we release PHI, request PHI, or otherwise use PHI within the office.

For example, if an optical shop calls for a patient’s spectacle prescription, it is appropriate to

release the prescription. It is not appropriate to send a copy of the patient’s chart, including exam

notes. In most cases, we may hot disclose, use or request an entire medical record. The only

time the entire record is needed is when it is specifically justified as reasonably necessary to

accomplish the task.

Before releasing PHI to anyone, you must:

o Verify the identity of the person requesting the information.

o Verify the authority of the person to have access to the PHI.

o Get any required documentation from the person requesting the PHI (e.g., an authorization
form signed by the patient, a subpoena, or a legitimate court order).

If someone contacts you who requests more information than you think is necessary, please
involve the Director (described below). He or she may need to discuss our concerns about the
disclosure and negotiate an information exchange that meets the needs of both parties.

On the following two pages, you will find some routine and recurring situations when we disclose
and request PHI and the guidelines for doing so. It is the responsibility of every doctor and every
employee at KETCHUM HEALTH to strictly follow these guidelines. When in doubt about a
specific release, always consult with the Director for guidance.

Please note that the “minimum necessary” standard does NOT apply to uses or disclosures:
e To other health care providers (HCPs) for treatment of the patient.

e To the patient him/herself.

e That are required for standardized HIPAA transactions.

o To the DHHS for enforcement purposes.

e That are required by law.



2.1.4 Guidelines for Releasing PHI

Outside Entity Purpose PHI to be Released
Health care providers outside | Reports and referral letters for | Not  limited to  minimum
KETCHUM HEALTH current/future treatment | necessary. PHI needed is
purposes. determined by the asking
provider
Subpoenas (including | Requests for evidence in court | Not  limited to minimum
criminal, and workers | proceedings necessary. Could include
compensation) financial and other related
records
Marketing and Fundraising External marketing, public | Not allowed unless patient has
relations campaigns. signed a KETCHUM HEALTH
Authorization Form, which
specifically allows the release.
Opticians, optical stores, | Requests for Rxs. Patient's name, Rx date, RXx,
online retailers and expiration date written on
RX.
Primary Eyecare Network Electronic Medicare billing | Patient's name, social security
service. number, billing and services

codes.

Third Party Insurance

Payment of patient claims.

All info required on billing form.
This varies. Some only need
info about materials supplied;
others need ICD-10’s,
depending on patient’s
coverage. If patient paid cash
for the service for which PHI is
seek, patient could prohibit
releasing it to insurance plans.

Patient Engagement Platforms

Patient recall and appointment
reminders.

Patient’'s name and date of last
eye exam.

Vision Services Provider

Network

Provision/payment of materials
for patient.

Spectacle/CL Rx, spectacle
specifications, CL
specifications. If patient needs
non-covered materials, due to
medical necessity, it is
acceptable to provide medical
information to support claim.




Collection Agency Collection of overdue
payments.

Patient's  name, address,
phone number, driver’s license
number, social security
number, dates of payments
received and methods,
balance due. BAA needed.

Hospital or Surgical Center Surgery scheduling.

Not Ilimited to minimum
necessary.

Department of Rehabilitation Eligibility and allocation of
services

Not limited to minimum
necessary.

Non-routine disclosures (anything not described in the chart on the previous page) should be
discussed with the Director prior to releasing PHI. He or she will determine if the PHI to be
released is the minimum necessary to fulfill the request according to these guidelines:

1. Define the purpose of the disclosure.
2. Each type or portion of data to be disclosed must:
a. Be relevant to the purpose.

b. Not reveal information that is beyond the scope of the purpose.

c. Be deemed relevant by the most recent examining doctor.

KETCHUM HEALTH may consider (if reasonable under the circumstances) a requested
disclosure as the “minimum necessary” for the stated purpose when:
¢ Making disclosures to public officials, if the official signifies that the requested information is

the minimum necessary for the stated purpose.
e The information is requested by another covered entity.

e The information is requested by a professional, who is a member of its workforce or is a

business associate of KETCHUM HEALTH for the purpose of providing professional services
to the KETCHUM HEALTH (if the professional signifies that the information requested is the
minimum necessary for the stated purpose).

A person requesting the information for research purposes has provided proper
documentation following IRB guidelines.

Guidelines for Requesting PHI

When KETCHUM HEALTH requests PHI from other entities, the “minimum necessary” standard
also applies. The following are the most common situations in which we would be requesting
PHI. Please remember that in order to request PHI from a patient’s previous eye doctor,
KETCHUM HEALTH’s office policy requires the patient to sign an authorization form.



Outside Entity Purpose PHI to be Requested

Health care providers outside | Records for current/future Not limited to minimum

KETCHUM HEALTH treatment purposes. necessary.

NVISION or refractive surgery | Refractive surgery reports. Not limited to minimum

centers necessary.

Medicare Eligibility for services. Previous date of service, new

service dates.

Opticians, optical stores Requests for previous Rxs Rx date, Rx, prescribing

filled. doctor, expiration date, and

supply date, lens material and
design, frame name.

State Welfare and Social Eligibility for services. Previous date of service,
Disability Determination eligibility dates for new
Services service. Minimum Necessary

principle may not apply,
depending on the service
being provided

Vision Services Provider Eligibility for services. Previous date of service,

Network eligibility dates for new service

Hospitals or doctor offices Surgery or consultation Not limited to minimum
reports. necessary.

Reminder: We may not request the entire medical record, unless it is specifically justified as
the amount reasonably necessary to provide service to the patient.

For non-routine requests for PHI, the most recent examining doctor, using his/her best
professional judgement, will determine the “minimum necessary” information needed for the
stated purpose. Areas of concern or those requiring further clarification should be referred to
Director.

2.1.5 Director of Healthcare Policy Compliance & Contact Person

The Director is responsible for developing, implementing and updating the HIPAA policies and
procedures in this manual accordingly. This officer must monitor all activities related to PHI to be
sure that the clinic and all its employees are in compliance with the most current HIPAA and state
guidelines and regulations. The Director is the watchdog, who ensures that the workforce is
acting within the letter of the law. The Director uses this Policies & Procedures Manual as a
guideline, and suggests and coordinates with the Associate Dean of Clinics its revision and the
inclusion of updates, when necessary.

The Contact Person is responsible for providing information to patients about how KETCHUM
HEALTH protects the Compliance of PHI. The Contact Person also answers questions and
receives and processes complaints from patients. The primary concern of the Contact Person is
public relations.



The Administrative Liaison allows for the flow of information related to HIPAA standards within
the organization and contributes to the general awareness process of the regulation among staff.
The current Associate Dean of Clinics appoints the Director, the Contact Person and the
administrative liaison.

= The current Director is Luis Ospina.

= The current Contact Person is Patient Relations Supervisor, Rachel Merlos

= The current administrative liaison is the Director of Clinic Operations, Michele

Whitecavage.

EMPLOYEES ACCESS TO PHI

KETCHUM HEALTH has implemented a fully operational electronic medical records system and
no hard copies or paper with PHI are stored or retained.

Access to medical records is granted based on the role of the individual, and there is a process
in place to ensure that only the individual with legitimate business need to access the record can
do it. The software has audit tracking capabilities, and the Director along with the Applications
Support Manager monitor access patterns to PHI by individuals on a monthly basis.

Access to Computer-Based PHI is Limited as Follows (role based):

FUI-EIME FACUILY ...t full access
Part-time Faculty and Consultant dOCIOIS ..........ccoiiieiiiieiere et e e e full access
All Team leaders (Clinic, Contact Lens & AdmMiN) .....ccoooeeiieiiiiiiiiii e full access
Patient relations staff ... access to all but “Exam” screens
RESEAICNEIS ... et restricted access
DISPENSANY STAMT ... restricted access
Interns, students, work studies, VOIUNTEEI'S .........ovvviiiiiiiie e restricted access
Device/equipment maintenance personnel ............cooooiiiiiii i restricted access

Work Stations Physical Security:

All employees at the KETCHUM HEALTH are trained and asked to closely monitor their work
stations to prevent unauthorized access to the system. When leaving their workstations, staff
must log off their computers and lock the door if leaving office.

When Faculty is working in consultation rooms open to the general public, no computers should
be eft unattended, and they must log off the computers that are visible to all individuals.
Use of Patient Forms

HIPAA requires KH-KETCHUM HEALTH to utilize two different forms for patients: the Notice of
Privacy Practices and the Release of PHI Form. These forms are to be used with any individual
with whom we will have a “direct treatment relationship.”



Our relationship is considered indirect when we provide eye care based on orders from another
HCP and that other HCP reports the diagnosis or results to the patient. Example of indirect
treatment relationships:
e An outside HCP consults with a KETCHUM HEALTH doctor about a patient, but
KETCHUM HEALTH never sees the patient.

Every time an individual becomes a patient of the KETCHUM HEALTH, a copy of our Notices of
Privacy Practices (NPP) must be given to the patient and we must ensure that we obtain a signed
acknowledgment from the patient.

Overview of Forms:
e The Notice of Privacy Practices informs patients of how we use and disclose their PHI.
We are legally required to provide one to each patient who seeks our care and services.
It also provides patients with information on requesting:
e Additional restrictions on uses and disclosures of their PHI.
e Confidential communications.
e Copies of their records.
e Changes to their records.
e Copies of the Log of Disclosures of their PHI.

Itis our legal duty to attempt to get a signed receipt from every patient, which states that they
received the Notice. We must provide care and services, whether the patient agrees to sign the
receipt or not. This could be achieved by electronic means enabled by a function in the EHR
system.

e The law, in particular circumstances, requires the Patient Authorization Form for specific
patients. In most cases, we must provide care and services, whether the patient agrees
to sign the form or not. The Patient Authorization Form allows KETCHUM HEALTH to use
or disclose PHI with the patient’s permission in very well-defined and limited situations.

e For patient documentation purposes, KETCHUM HEALTH uses an intake form and
medical Hx questionnaire. When setting up a new patient’s chart, both forms must be
incorporated into the electronic file to make them available to faculty and interns during
the examination.

2.1.6 Notice of Privacy Practices

KETCHUM HEALTH’s Notice of Privacy Practices is a written explanation of how we use and
disclose our patients’ PHI. Every patient must receive a copy of the Notice; it is unnecessary to
give a Notice for every visit a patient makes. A copy of the notice must be:



e Given to each new patient and every returning patient who has not already been given
the opportunity to sign one by patient relations staff at the time of check-in.

Exceptions:
o During emergency treatment situations. The Notice may be given when it is
reasonably possible after the emergency situation is over.
¢ If the initial service is provided electronically, the website is set up so that the patient
must acknowledge receipt of the Notice prior to service delivery.
o Posted in the office. We post a copy in the reception area and each of the inner
patient holding areas.
e Posted on our website. The Director monitors the process.
¢ Available in the office for patients and non-patients to take a copy on request.
Once the patient has read the Notice, patient relations staff must ask him/her to sign and date the
section of the intake form that relates to the NPP. Patient relations staff will complete the
acknowledgement process by entering the appropriate information into the system. The patient
may keep the Notice of Privacy Practices.

If the patient refuses to sign the receipt page, we must still provide services and treatment. Enter
the date, his/her name, and the following statement on the patient's PHI History Sheet: “Patient
refused to sign receipt of Notice of Privacy Practices.”

If for any other reason, we are unable to get the patient’s signed receipt, the attempt and the
reason for failure must be documented in the EMR chart accordingly.

2.1.7 Patient Authorization Form

KETCHUM HEALTH is required to have the patient sign an Authorization Form for uses,
disclosures or requests of PHI, unless the use, disclosure, or request is specifically permitted by
the Act (see Definitions section: Allowed Uses or Disclosures of PHI Without Any Authorization
from the Patient). We may not withhold treatment if a patient refuses to sign an authorization in
most instances. Examples of situations requiring authorization are:

o If the patient is required to undergo a pre-employment visual examination and wants
the results sent to the potential new employer.

o Release of PHI to third parties and agencies that are not covered entities.

e If we want to participate in marketing activity, which requires us to release PHI, with
two exceptions discussed in the Marketing Activities section

e If a patient is trying to enroll in an insurance program and the underwriters require an
exam to determine enrollment eligibility.

e If the patient is willing to participate in a research project that includes treatment.

There may be other situations, which require us to use the Authorization Form. the Director will
help clarify if you have questions.



An Authorization Form is for a single use, not an open-ended document. Authorizations may be
revoked, unless we have conditioned the treatment, payment, enrollment in a health plan, or
eligibility for benefits on one of the authorizations (we may only condition treatment, etc. on a
research-related authorization, not on any others).

An Authorization Form is not valid if it does not contain all of the required core elements. It is
important to use plain, understandable language when filling in the core elements on the form.
They are:
e A specific, meaningful description of the information to be used or disclosed.
e The identification of the persons (or class of persons) authorized to make the use or
disclosure of the PHI.
e The identification of the persons (or class of persons) to whom the HCP is authorized
to make the use or disclosure.
e A description of each purpose of the use or disclosure. If the patient requests an
authorization for his/her own purposes, we may state “at the request of the individual.”
e An expiration date or event that relates to the purpose of the use or disclosure.
e The patient’s signature (or that of their personal representative) and date.
e If signed by a personal representative, a description of his/her authority to act for the
patient.

An Authorization Form is defective, and thus invalid, if any of the following defects occur:

e The expiration date has passed or the expiration event has occurred and KETCHUM
HEALTH is aware of the fact.

e Any of the required core elements are omitted or incomplete.

e The authorization has been revoked, and KETCHUM HEALTH is aware of the fact.

e The authorization violates the requirements for compounding or conditioning
authorizations.

e KETCHUM HEALTH knows that information in the authorization is false.

It is responsibility of each individual (faculty, interns, opticians, and administrative assistants) to
make sure that the authorization is presented for signature to the patient or her/his representative,
prior to the release of PHI. Patient Relations Supervisor will work in conjunction with the Health

Information Coordinator to ensure that the authorization form is handed out accordingly to all
patients when required.

Patients may revoke an authorization in writing at any time, with two exceptions:
= |[f KETCHUM HEALTH has already acted in accordance with the authorization.

= |f the authorization was given as a condition of obtaining insurance coverage and another
law gives the insurer the right to contest the claim or the policy itself.



Completed Authorization forms could be delivered in hard copy, by fax or electronically via email.
The Director will ensure that the form is processed following KH internal protocols and he will
document the release in the log accordingly.

Authorization forms are not posted on the KETCHUM HEALTH website.

Note about Requesting Previous Records:

It is the policy of KETCHUM HEALTH that any time we request previous records from a different
physician’s office, a patient must sign our Authorization Form. Because PHI was generated by
another provider, KH wants the patient to give permission to the other provider to release the
PHI. Even though the HHS expressly authorizes the exchange of PHI between providers without
patient’s authorization, other health care providers are more willing to release information when
such authorizations are provided; it makes the process smoother and more clearly defined for
everyone.

The Use of Personal Representatives

Some of our patients are unable to personally exercise their rights regarding PHI (e.qg., children).
Personal representatives are legally authorized to act on behalf of such patients. Our policies
and procedures regarding the use of personal representatives are described below.

The following is a list of patients who will need a personal representative:
e Children under legal age, who by law, are not allowed to represent themselves. In
California, a minor is an individual under the age of 18. The law has some exceptions.
e Persons who are mentally incompetent due to retardation, injury or illness.
¢ Individuals deemed wards of the court for custodian or legal purposes.
e Deceased persons.

The validity of an individual serving as a personal representative will be established as follows:

e Presentation of a valid photo ID for identity purposes.

e Presentation of a legal document, which describes the relationship of the individual
with the patient. This could be in the form of a birth certificate, custody document,
power of attorney, or court appointment.

e If the patient is not present due to incapacity or an emergency circumstance, the
examining doctor may exercise professional judgement to determine whether the
disclosure is in the best interests of the patient. Only that PHI which is directly relevant
to the individual's involvement with the patient’s health care will be released. We
reserve the right to release PHI that is part of the electronic file and was not created
or produced at KETCHUM HEALTH

A personal representative is to be treated the exact same way you would treat a patient with
regard to the PHI of the individual they represent. They have all of the same rights under the Act.
KETCHUM HEALTH will disclose to the personal representative only that PHI, which is necessary
to the health care of the patient (minimum necessary).



KETCHUM HEALTH may disclose PHI about a minor child to a parent, if a state or other law
permits or requires that disclosure. KETCHUM HEALTH may not disclose PHI about a minor to a
parent, if a state or other law prohibits that disclosure. KETCHUM HEALTH may provide or deny
access to a minor child’s PHI by a parent as allowed or required by state or other law.

Sometimes parents are not the “personal representatives” of their children. Here are some of
those instances:

o When state or other law does not require consent of a parent before a minor can obtain a
particular health service, and the minor consents to the health care service, the parent is not
the “personal representative” of the minor.

e When a court or the law authorizes someone other than the parent to make treatment
decisions for a minor, the parent is not the “personal representative” of the minor.

o When a parent agrees to a confidential relationship between the minor and the physician, the
parent does not have access to health information related to that conversation or relationship.

e A physician may choose not to treat a parent as the “personal representative” of a child when
he/she reasonably believes in his/her professional judgment that:

e The child has been or may be subjected to abuse or neglect, or
e That treating the parent as the child’s “personal representative” could endanger the
child.

If there is a custody dispute between parents of a minor patient, Ketchum Health will treat both
parents as legal representatives of the minor. PHI will be released to either requesting parent
unless Ketchum Health is served with a court order prohibiting one of the parents from directing
day-to-day care of the patient. In that case, the parent is not considered a legal representative
under state law. It is not the Ketchum Health staff's responsibility to mediate between custody
disputes or take sides regarding who gets the records when custody conflicts occur. Only Courts
decide that.

2.1.8 Patient Request for Restriction on Disclosures

Every patient has the legal right to request restrictions on the release/use of PHI for purposes of
treatment (except emergency treatment), payment or health care operations. KETCHUM
HEALTH, however, is not required to agree to the limitation.

Patients are not allowed to request restrictions for the following reasons:
e In emergency circumstances.
e To a family member, other relative or close personal friend involved in the patient’s
care or payment related to the patient’s care.
e To notify a family member or personal representative of the patient’s location, general
condition, or death.
e With the patient present.



e Made in the best interest of the patient, in emergency circumstances or when the
patient is incapacitated

e For disaster relief purposes.

¢ When required by a state or federal law.

e To public health authorities to protect the public health.

e To report abuse, neglect or other domestic violence.

e To government agencies which oversee health activities or regulatory programs.

¢ Inresponse to court or administrative orders or subpoenas.

e To law enforcement authorities in specific situations.

e To prevent imminent threat of harm to the health or safety of the patient or others.

e To Medical Examiners, funeral directors, or vital records officers.

e For research purposes.

e Disclosures to correctional institutions and other law enforcement custodial situations.

e Disclosures for workers’ compensation.

Patients must submit a request in writing to the Director. This may be delivered in person, by
mail, by a courier, by fax, or by e-mail. The Director and the Administrative Liaison then review
the request.

A request will be accepted if it meets the following conditions:
e Withholding the restricted information would not be in opposition to state or federal
laws (such as information about child abuse).
e KETCHUM HEALTH’s legal counsel agrees to the restriction on legal grounds.
e The restriction causes no harm to the patient’s medical condition, and it is otherwise
authorized or required by law

If a request is accepted, the Director will:

o Make a note on the electronic medical record and check the “Restrictions” box.

e Scan the patient’s letter and our acceptance letter to the electronic chart.

o Notify any applicable business associates.
The patient will receive the formal letter of acceptance or denial from the Director within two weeks
of the receipt of the restriction request.

Whenever the PHI is released, the staff person involved is required to read the restriction letter
before using or disclosing any information. If the staff person is unclear as to whether the use or
disclosure would honor the intent of the letter, the Director should be consulted.

When the patient has paid cash in full for services rendered at the KETCHUM HEALTH, (s)he
can ask for PHI strictly related to those particular services not to be released to her/his insurance
plan. KETCHUM HEALTH staff will need to comply with this request, and only the exceptions of
the law previously explained will apply.



The restricted PHI may be released to provide emergency treatment; however, we must
request that the HCP, who receives the information, must not disclose it or use it in any other
manner.

A restriction may be terminated by KETCHUM HEALTH if:

e The patient agrees to or requests the termination in writing (fax and e-mail are
acceptable, too). In this case, the Director will document the date and the removal of
the restriction on the patient's EMR chart. The termination letter from the patient will
be scanned into patient’s file

e The patient orally agrees to the termination. The Director will document the oral
agreement and its date on the patient’s chart.

¢ KETCHUM HEALTH informs the patient that we are terminating the agreement.
However, it will only be effective for PHI that is created after notification of termination.
The Director will document the date and the removal of the restriction on the patient’s
chart as follows: “Restriction terminated by KETCHUM HEALTH only for PHI created
after [date]”. The termination letter to the patient will be scanned into patient’s chart

e The Director notifies any applicable business associates.
Patients’ Access to their Own PHI

A patient or personal representative has the right to inspect and obtain a copy of his/her own PHI
for as long as the records are maintained by Ketchum Health. Some exceptions may apply.
Ketchum Health will deny access for a specific reason occasionally.

Procedures:

The patient must submit a written request in person, by mail or electronically (e-mail) to the
Director, which(s)he will document in the patient’s chart. The Director will respond to the request
within 48 hours and will arrange a date with the patient for the transfer/viewing of the PHI within
15 calendar days after receiving written request [Ca. Health & Safety Code § 123110(b)].

e We are allowed one 30-day extension to provide access, if we send written notice to the
patient stating the reason for the delay and the date by which they will receive the
requested information.

e The “minimum necessary” rule does not apply to requests made by patients or their
representatives. We can ask what type of information is needed and release only the
pertinent elements accordingly.

e Avrecord of every PHI released must be documented in the patient’s file. The Director will
maintain a separate electronic log of disclosures, which will be available upon request.

e Printed records will be sent via US regular mail, faxed or emailed. If the patient wishes an
expedited service for the printed records, (s)he will be advised of the cost prior to sending.



e PHIthatis recorded via telemedicine encounters will be released following these
protocols, and no exceptions apply, regardless of the platform used to conduct and
record the encounter.

Format of PHI- Encryption

If the patient requests the records to be released electronically (e-mail), KETCHUM HEALTH
must encrypt the PHI before sending it, regardless the recipient.

Duty to Inform. KETCHUM HEALTH may, at the request of the patient, send PHI
electronically without encryption. The director will explain the patient the risks associated to
that practice, and will ensure that patient understand and agrees with the unencrypted
communication of PHI

Records must be produced in the form and format requested by patient, if records are readily
producible in such form or format; otherwise in hard copy or in such other form or format as
agreed upon with patient.

If approved, the Director will print the requested PHI from the patient’s computer file and will
charge a rate not to exceed $0.25 per page and in any case no more than $24.00. Fees are
to be collected prior to delivery of PHI to patient. The Director, based on professional
judgment, can waive the fees associated with the release.

If the patient wishes to visually review the PHI on the computer screen, access will be allowed
only in the presence of the Director at an approved location by management.

The Director may provide a summary or explanation of the PHI requested, instead of the PHI
itself, if the patient agrees to it and to the fees involved. This requires that the examining
doctor(s) write and/or approve the summary created

There are a few circumstances, in which the patient will be denied access to PHI. Some denials
may not be questioned; others may be reviewable, at the patient’s request, by an uninvolved,
licensed health care professional.

Non-Reviewable Reasons for Denial of Access:

The PHI is psychotherapy notes.

The information is compiled in reasonable anticipation of, or for use in a civil, criminal or
administrative action or proceeding.

KETCHUM HEALTH is acting under the direction of a correctional institution for that patient’s
PHI.

The PHI is created or obtained in the course of research that includes treatment, as long as
the research is in progress (provided the patient agreed to denial of access when consenting
to participate in the research). Once the research is completed, the denial is suspended.
The PHI is contained in records that are subject to the Compliance Act, 5 U.S.C. 552a.

The PHI was obtained from someone other than an HCP under a promise of confidentiality
and the access requested would be reasonably likely to reveal the source of information.



If access is denied for one of the non-reviewable reasons detailed above, the Director will send a
letter to the individual with a registered return receipt. The letter will explain that access is being
denied and the reason for doing so. It will also explain that in these circumstances, the individual
cannot appeal the decision. The Director will document the denial on the patient’s chart and
attach our denial letter to the sheet.

Reviewable Reasons for Denial of Access:

o A KETCHUM HEALTH doctor, using professional judgement, determines that the access
requested is reasonably likely to endanger the life or physical safety of the individual or
another person.

e The PHI makes reference to another person (hon-HCP) and an KETCHUM HEALTH doctor
determines, using professional judgement, that access to the PHI would reasonably likely
cause substantial harm to this other person.

o The request for access is made by the patient’s personal representative and an KETCHUM
HEALTH doctor determines, using professional judgement, that access by the personal
representative to the PHI would reasonably likely cause substantial harm to the patient.

If access is denied for one of the reviewable reasons detailed above, the Director will send a letter
to the individual with a registered return receipt. The letter will explain:
e That access is being denied and the reason for doing so.
e That in these circumstances, the individual has the right to appeal the decision.
e Torequest an appeal, that the patient must file a written letter with the Director.
e That the request must be submitted in writing (on paper or electronically) to the
Director within 30 days. Arequestis no longer valid 31 days after the date of registered
return receipt.

The Director will enter the date the letter is sent on the patient’s PHI History Sheet and will attach
the letter to it.

If KETCHUM HEALTH receives a letter of appeal, a review will be held. It is performed by a
licensed health care professional, who is designated “Reviewing Official” by the most recent
KETCHUM HEALTH examining doctor. The following guidelines will be followed:

e The Reviewing Official must not have participated in the original decision to deny
access.

e The Reviewing Official must be a licensed HCP unacquainted personally or
professionally with the patient.

¢ The Reviewing Official must be trained in optometry or ophthalmology.

e KETCHUM HEALTH will promptly refer the appeal to the Reviewing Official.

e The Reviewing Official must determine, within 30 days of receipt of the appeal,
whether or not to deny the access, based on the standards outlined in this section.

¢ KETCHUM HEALTH, upon receipt of the Reviewing Official’s decision will take
whatever action is required to satisfy the ruling within two weeks.



e The Director will send a letter to the individual detailing the decision with a registered
return receipt.

e The Director will document all proceedings on the patient’s PHI history sheet and will
attach all related documents.

In any communication with the patient regarding access to PHI, the patient will be informed that
he or she may file a complaint, if it is believed that KETCHUM HEALTH is in violation of the
regulations regarding access to PHI. See Part Nine of this manual for details.

2.1.9 Patients’ Right to Correct Their PHI

If patients believe that their PHI is inaccurate or incomplete, they are legally entitled to have it
corrected. If the University Care Center denies a correction, the patient has the right to disagree
in writing, in which case KETCHUM HEALTH must attach the disagreement to the patient’s file
and include it whenever the PHI is released to others. KETCHUM HEALTH may also attach a
written rebuttal to the patient’s disagreement.

A patient may submit a written or electronic request for a PHI correction to the Director. The
request must include the reason to support such a request.

A panel of three doctors: the most recent examining doctor, one other doctor from KETCHUM
HEALTH, and another eye doctor from a non-associated practice in Orange County will review
the patient’s request for a correction. A correction will be allowed, if it meets the following criteria:
e It does not falsely represent the patient's medical condition, medical history, or
treatment history.
e It serves to clarify or correct previously recorded PHI.
e It does not falsely represent the patient’s billing history, payment history, or dates of
service.
e It does not or will not adversely affect the patient’s health or health care in the future.
A denial for correction is allowed if:
e The PHI was not created by KETCHUM HEALTH.
e Is not available for inspection (see Non-Reviewable Reasons for Denial of Access).
e The PHI is accurate and complete.
The Director will inform the patient of the panel’s decision by mail with a registered return receipt
within 60 days of the written/electronic request’s arrival at KETCHUM HEALTH. The reason for
the acceptance or denial will be included in the written decision. We are allowed one 30-day
extension to consider a request for a correction, if we send to the patient written notice of the
reason for the delay and the date by which the correction will be made.

If the correction is allowed, the Director will make the appropriate changes in the patient’s file.
Within 15 days of the ruling, any HCPs, business associates, or other entities named by the
patient, who were sent the erroneous/incomplete information will be advised in writing of the
correction(s) and a copy of such communication will be forwarded to the patient.



If another HCP informs KETCHUM HEALTH of an amendment to a patient’s PHI, then the Director
will make the appropriate amendments to the PHI in KETCHUM HEALTH’s possession.

If the Correction Is Denied:

= The patient may request that KETCHUM HEALTH provide the patient’s original request for
change and the denial with any future disclosures of the subject PHI.

= |nstructions for filing a Letter of Disagreement will be included with the denial letter to the
patient. The disagreement must be submitted in writing (on paper or by e-mail) to the Director
within 30 days. This Letter of Disagreement will accompany the patient’s PHI for all uses and
disclosures thereafter.

= In any communication with the patient regarding denial of changes to PHI, the patient will be
informed that he or she may file a complaint, if it is believed that KETCHUM HEALTH is in
violation of the regulations regarding changes to PHI. See Part Nine of this manual for details.

If the Patient Files a Letter of Disagreement:
» The examining KETCHUM HEALTH doctor may write a rebuttal.
= The Director must send a copy of the rebuttal to the patient.

Documentation:

The Director will document any and all proceedings in the patient’s file regarding the request for

corrections. Some examples are: the date the original request is received, our response to the

request and its date, the patient's request to attach the original request should we deny a

correction, date rebuttal letter is sent. Any and all of the following documents must be kept in the

patient’s chart:

» The original letter requesting a correction of the PHI.

= Any denial or acceptance letter from KETCHUM HEALTH.

= Patient’s request to attach request letter to future disclosures, even though KETCHUM
HEALTH denied a correction.

» The patient’s Letter of Disagreement.

= KETCHUM HEALTH’s rebuttal.

2.1.10 Accounting of Disclosures

Any time that KETCHUM HEALTH discloses PHI, an entry must be made in the patient “Log of

Disclosures,” with a few important exceptions. KETCHUM HEALTH need not to furnish an

accounting of following disclosures:

e For treatment, payment, or health care operations, where the information is not in electronic
form

e To the patient him or herself.

e Forincidental uses or disclosures as defined in “Allowed Uses or Disclosures of PHI without
Any Authorization from the Patient” in the Definitions section of this manual.

e For disclosures that the patient already signed an authorization for.

o To persons involved in the patient’s care or a patient’s personal representative, as long as the
PHI disclosed is directly relevant to the individual’s health care.



e To notify or assist in the notification of people involved in the patient’s care about the patient’s
location, general condition or death.

o As a “limited data set” for research purposes.

e For national security or intelligence purposes.

e To correctional institutions or law enforcement officials.

e For disclosures that occurred prior to April 14, 2003.

The patient may ask KETCHUM HEALTH staff for accounting of disclosures of ePHI by any of
our business associates; however, KETCHUM HEALTH may direct patient to business associates
for a response.

The entry in the log for each disclosure must indicate the following:

o Date of disclosure.

e The name of the person/organization that received the PHI, along with the address, fax
number, or e-mail address, if known

o A brief description of the PHI disclosed (for example: Rx, dates of service, etc.)

o A purpose of disclosure. Or in lieu of the statement, a copy of the written/electronic request
for disclosure.

Patients are legally entitled to see their log listing each disclosure of their PHI during any portion
of all of the previous six years. The log must also include disclosures to or by business associates
of KETCHUM HEALTH. Events prior to the compliance date of April 14, 2003 do not have to be
included.

KETCHUM HEALTH must temporarily suspend the patient’s right to receive the disclosures made
to a health oversight agency or law enforcement official, if the agency or official provides us with
a written statement stating that an accounting to the patient would be reasonably likely to impede
the agency’s activities. The statement must also include a time period for which the suspension
is required. If the agency or official’s statement is made orally, KETCHUM HEALTH must:
e Document the statement and include the identity of the agency or official making the
request on the patient’'s PHI History Sheet.
e Temporarily suspend the patient’s right to a copy of the Log of Disclosures.
e Limit the temporary suspension to no longer than 30 days from the date of the oral
statement, unless a written statement is submitted during that time.

Each patient is legally entitled to one free log per 12-month period. Any additional requests for
logs within a 12-month period will be provided at a cost of $ 0.25 per photocopied page. The
Director must inform the patient of the fee in advance and allow him/her an opportunity to withdraw
or modify the request, in order to reduce or avoid the fee.

The patient may request the Log of Disclosures for any period of time less than six years from the
date of their request. It must include disclosures to or by business associates of KETCHUM
HEALTH. The Director will simply print the patient’s personal Log of Disclosures for the requested



time period. If KETCHUM HEALTH has made multiple disclosures to the same entity for a single
purpose for a specified period of time, we may instead report:
e The information for the first disclosure during the specific period of time.
e The frequency, schedule, or number of disclosures made during the specific period of
time.
e The date of the final disclosure during the specified time.

The Director will supply the patient with the Log of Disclosures no later than 60 days after receiving
the request. We are allowed one 30-day extension to supply the log, as long as we:

e Provide the patient with a written statement of the reasons for the delay.

e Supply a date by which the log will be provided.

The Director will document her name as the person responsible for processing the patient’s
request, the release date of the log to the patient, the contents of the log by entry dates, and any
fees collected on the patient’s PHI history sheet.

2.1.11 Complaints about Compliance Practices and Patient Grievances

Patients have the right to file complaints about KETCHUM HEALTH’s PHI policies and
procedures, i.e., they may complain if they believe that their right to privacy has been violated, or
that KETCHUM HEALTH is not in compliance with the law. Complaints may be made directly to
us or to the Office of Civil Rights in the Department of Health and Human Services, California
chapter.

A patient will not be intimidated, coerced, threatened, discriminated against or have any other
retaliatory action taken against them for:
e Filing a complaint either with KETCHUM HEALTH or the OCR.
e Testifying, assisting or participating in an investigation, compliance review, proceeding
or hearing.
e Opposing any act or practice that is deemed unlawful by HIPAA, provided the patient
has a good faith belief that the practice they oppose is unlawful and the manner of the
opposition is reasonable and does not involve a disclosure of PHI.

Patients who have complaints should be referred to our Contact Person, who will assist. The
complaint may be communicated in person, by phone, by written notification, by fax or by e-
mail/electronic means to our Director.

Upon receipt of a complaint, a panel of the following individuals will investigate the complaint:

e Associate Dean of Clinics

e The Director.

e If patient care is involved, a faculty who did not participate in the care of the patient.
If the investigation confirms that a breach of a compliance related issue occurred, or that
KETCHUM HEALTH acted unlawfully, appropriate corrective action must be taken. Patient will be
informed about the actions taken to deal with the complaint and how KETCHUM HEALTH is



preparing to avoid future occurrences of similar incidents, if any. The Director will be responsible
for ensuring that these actions are completed.

The investigation committee will also determine whether any harm occurred to the patient as a
result of the breach. If harm did occur, KETCHUM HEALTH must affirmatively mitigate it.
Realizing that “mitigate” means “lessen in intensity, make less severe” (in other words, we can’t
undo the harm or make it go away), the committee will define a reasonable course of action. This
recommendation will be conveyed to all of the KETCHUM HEALTH doctors, who will make the
final decision about the exact nature of the mitigation. The Director will be responsible for
ensuring that the mitigation occurs as directed by the doctors.
A report of the investigation will be issued to the patient within 60 days of the written/electronic
complaint’s arrival at KETCHUM HEALTH. The report will be sent by mail with a registered return
receipt. The report must contain the following:
e This statement: “We appreciate his/her efforts to contact us. We want you to know
that we will not discriminate or otherwise retaliate against you for having complained.”
¢ Details of the investigative action taken.
e If a breach of the law occurred, KETCHUM HEALTH’s apologies, as well as details of
the corrective action.
e If a breach of the law occurred, KETCHUM HEALTH’s plan for mitigation, if deemed
necessary by the investigation committee.

If the investigation is not completed within 60 days, the patient will be notified in writing of the
delay and of the approximate date of completion.

If the investigation determines that the breach was caused by an individual staff member at
KETCHUM HEALTH, due to a failure to comply with this Policies & Procedures Manual, the
following will occur:
e The individual will be counseled and the incorrect behavior will be discussed, along
with methods for ensuring that it will not occur again in the future.
e The individual will receive a formal warning that should the behavior be repeated,
employment will be terminated.
e A three-month progress evaluation of the employee will be held.

The Director will maintain full documentation of the complaint received, the proceedings of the
investigations, the report issued to the patient, and any corrective actions taken. The documents
will be stored in the locked filing cabinet in the administrative office. A note will be added to the
patient’s chart referring to the admin file for further details.

The patient may file a complaint with the Secretary of DHHS, if he or she believes KETCHUM
HEALTH is not complying with the requirements of the Act. The Director will supply the necessary
information to the patient. The complaint must:
= Be filed in writing, either on paper or electronically.
= Name the HCP who is the subject of the complaint and describe the activities believed to
be in violation of the regulations.



= Be filed within 180 days of the time when the patient knew the violation occurred.

Please refer to Ketchum Health “Breach Notification” policy for further information on how to
handles breaches.

Patients can also file a formal complaint to administrative personnel for issues related to the
quality of services or care received at Ketchum Health. There is a Patient’s Grievance policy in
place, accompanied by a filing form. This form should be made available to any patient willing to
file or initiate a grievance process.

Confidential Communication with Patients

Patients are legally entitled to receive their PHI from KETCHUM HEALTH in a confidential
manner. We will attempt to deliver PHI using the method preferred by the patient. Commonly
used methods are: private e-mail, regular mail, and occasionally fax machines. Sometimes
patients will provide us with an address or location other than their homes.

The patient may identify the preferred method of communication when requesting PHI from the
Director. We may not question the reason a patient is asking us to use a particular method. If
the records are sent electronically (via email), it is the responsibility of the KETCHUM HEALTH
to encrypt the PHI so it can’t’ be accessed only by unauthorized users. KETCHUM HEALTH has
in place technology that allows for the encryption of PHI in transit. Only authorized personnel are
trained in sending encrypted PHI to patients and third parties. Director has the responsibility of
assigning and monitoring those roles.

The Director will decide if the patient’s request can be reasonably accommodated. If the Director
determines that communication with the patient is not reasonably possible, (s)he will discuss
alternate methods with the patient.

No fee will be charged to the patient, if the PHI is delivered by regular mail, e-mail, or fax. If any
other manner of communication is used and KETCHUM HEALTH incurs costs to do so, those
costs must be

reimbursed by the patient. The Director or the contact person must inform the patient in advance
of the costs, and ensure payment prior to the communication.

The Director will document the preferred method of communication on the patient’s chart.

2.1.12 Compliance by Business Associates

Any of KETCHUM HEALTH’s business associates (individual or company), and any
subcontractors they use or hire, that receive PHI from us, or create, maintain, handle, or transmits
PHI on our behalf, are now considered covered entities and are required to comply with the
Omnibus rule, too. They must safeguard PHI and assure us that they are doing so.

They must also assist us in providing patients with access to their health information and a history
of disclosures. This is true for PHI used in the following ways:



e To perform health care functions and operations on behalf of KETCHUM HEALTH.
Examples are billing services, claims processors, medical transcribers, computer
services/ programmers, record storage companies, recall management services, etc.

e To provide administrative services on behalf of KETCHUM HEALTH. Examples are
legal services, accounting and collection services, consultants, management services,
etc.

Business associates, who either generate PHI for KETCHUM HEALTH or receive PHI from
KETCHUM HEALTH, must remain HIPAA/HITECH compliant while performing on Ketchum
Health’s behalf. The PHI may be disclosed only to help KETCHUM HEALTH perform its care
functions. The PHI is not for the independent use of the business associate. All such associates
are required to sign a “Business Associate Agreement.” These agreements are distributed,
received, and maintained by the Director. Every year, the compliance team will conduct an
inventory of all the business associates to determine the need to update our BA agreements.

If any employee of KETCHUM HEALTH becomes aware that a business associate may have
used PHI inappropriately, the Director must be informed immediately. Director will notify
Ketchum Health management officials and launch an investigation.

If it is discovered that a business associate inappropriately used or disclosed PHI, then corrective
action must occur. Depending upon the severity of the infraction, management officials will
determine what restorative actions should occur. The actions may include:
e Requiring the business associate to change its procedures.
e Requiring the business associate to notify the patients affected and to mitigate any
harm to them.
e Requiring the business associate to submit proof of its corrective actions and
mitigation.
e Termination of KETCHUM HEALTH’s relationship with the associate.
¢ Notifying the U.S. DHHS, Office for Civil Rights about the problem, if it isn’t possible
to terminate the relationship. Please refer to the “Breach Notification” policy

The Director will maintain full documentation of the proceedings of the investigations, the report
issued to the doctors, and any corrective actions taken in the Business Associate’s file in the
Administrative office.

The Associate Dean of Clinics and the Director of Healthcare Policy Compliance maintains an
updated list of all Ketchum Health business associates

Use of De-identified Information

De-identified information (D-11) is PHI that has been edited, preventing from being used to de-
identify a specific individual. This is not as easy as simply withholding a name or birth date.

D-11 is not governed by HIPAA because it is no longer considered “individually identifiable.” We
are allowed to disclose freely. and use D-Il. We may also release PHI to our business associates
so that they may de-identify it. Although it is unlikely that KETCHUM HEALTH will ever need to



use D-II, we may do so, for example, if a PPO requires statistical information about the center, or
if we decide to provide statistical information about patients for research purposes. D-Il is most
likely to be used for marketing, business planning, or research purposes.

There are two categories of PHI that may be used for research purposes: D-Il and limited data
sets, which are described below. It is unlikely that KETCHUM HEALTH will ever be involved in
de-identifying PHI, re-identifying PHI, or creating limited data sets. In the event that it becomes
necessary, the Director will review the current guidelines in the Act to ensure compliance before
we proceed. At that time, the doctors and the Director will decide who will de-identify PHI, which
method will be used, who will re-identify PHI, and/or who will create the limited data sets.

De-ldentified Information

There are two methods for determining if health information is not individually identifiable (de-
identified). PHI is de-identified, if:

(1) An expert (on methods for rendering information “not individually identifiable”) hired by
KETCHUM HEALTH deems information as D-Il. This is allowable only if it is determined
that the risk is very small that the information could be used alone or in combination with
other reasonably available information by a recipient to identify an individual patient. This
determination must be made using generally acceptable statistical and scientific
principles. The method used and the results must be documented.

OR

(2) The following identifiers of the patient are removed:

- Name

- Address (geographical subdivisions smaller than a state). It is acceptable to use the
initial three digits of a zip code.

- Dates, except year, relating to the patient (birth date, exam dates, etc.)

- Age if over 89 and all elements of dates indicative of such age

- Telephone numbers

- Fax numbers

- E-mail addresses

- Social security number

- Medical record numbers

- Health plan beneficiary numbers

- Account numbers

- License/certificate numbers

- Vehicle identifiers and serial numbers, including license plate numbers

- Device identifiers and serial numbers

- Web Universal Resource Locators (URLS)

- Internet Protocol (IP) address numbers

- Biometric identifiers, e.g., fingerprints and voice prints

- Full face photographs and any comparable images

- Any other unique identifying number, characteristic or code



And,

KETCHUM HEALTH does not have any actual knowledge that the information could be used
alone or in combination with other information to identify the patient, who is a subject of the
information.

Re-ldentified Information:
The Director will be responsible for reviewing the current guidelines, if any D-11 or limited data sets
ever have to be re-identified.

Limited Data Sets:
In some cases, researchers require additional information that might be used to identify an
individual. In this case, we create limited data sets by removing the following direct identifiers of
the patient and of relatives, employers, or household members of the patient from the PHI:

- Name

- Address (other than city, state and zip code)

- Telephone and fax numbers

- E-mail address

- Social security number

- Medical record numbers, health plan beneficiary numbers, and other account numbers

- License/certificate numbers

- Vehicle identifiers and serial numbers

- Device identifiers and serial numbers

- URLs and IP addresses

- Biometric identifiers, including finger and voice prints

- Full face photographs and any comparable images

Once the above direct identifiers have been removed, the information is called a “limited data set.”

All limited data sets must comply with the minimum necessary standard as well as the other rules
for disclosures. Before we can release limited data sets, we must enter into a Data Use
Agreement with the recipient, which:
e Establishes the permitted uses and disclosures of the information by the recipient,
consistent with the purposes of research, public health, or health care operations.
e Limits who can use or receive the data.
e Requires the recipient to agree not to re-identify the data or contact the individuals.
e Contains adequate assurances that the recipient use appropriate safeguards to prevent
use or disclosure of the limited data set other than as permitted by HIPAA and the Data
Use Agreement, or as required by law.

Ketchum Health does participate in research activities at this time. When participating in research,
the Director, in conjunction with Ketchum Health’s IRB, will review current guidelines in the Act
and will provide the information to the doctors. We may also need to retain legal counsel at that
time.



2.1.13 Marketing and Fundraising Activities

Marketing

Marketing is described as:

Communicating about a product/service that encourages the recipients of the
communication to purchase or use the product/service.

An arrangement between KETCHUM HEALTH and any other entity whereby KETCHUM
HEALTH discloses PHI in exchange for direct or indirect remuneration. The PHI disclosed
is for the other entity or its affiliate to communicate about its own products/services so as
to encourage recipients to purchase or use that product/service.

In most cases, a valid Authorization Form from the patient is required before marketing activities
using PHI can be directed to the patient.

The Omnibus rule does not consider communications about the following topics as “marketing”:

The participating providers and health plans in a network, the services offered by a
provider, or the benefits covered by a health plan.

The patient’s treatment (e.g., recommendations of specific pharmaceuticals or referrals to
other providers).

Case management or care coordination for the patient, or directions or recommendations
for alternative treatments, therapies, health care providers, or settings of care to that
patient. (e.g., reminder notices for appointments, annual exams, or contact lens refills. As
an example, informing a patient who is a smoker about an effective smoking-cessation
program is not marketing, even if that program is offered by a clinic other than that of
KETCHUM HEALTH.)

Any other communication that describes health-related items or services offered by
KETCHUM HEALTH, or treatment alternative.

The Act does NOT require KETCHUM HEALTH to seek a patient’s authorization for the following
two marketing communication circumstances:

When it occurs face-to-face between KETCHUM HEALTH doctors or staff and the patient
(e.g., when giving sample products during an office visit).

When it involves a promotional gift of nominal value provided by KETCHUM HEALTH
(e.g., KETCHUM HEALTH can provide lens cleaning cloths, eyeglass cases, bottles of
lens cleaner, etc. with the practice name or a product manufacturer's name on it).

All other marketing activities require a signed Authorization Form from the patient to use
or disclose PHI. The marketing authorization must include a statement about direct or indirect
remuneration, if there is any.



Fundraising

All fundraising activities regarding PHI from patients at the UE Centers will be conducted in
accordance with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and its
subsequent amendments, including the Omnibus rule of 2013

Procedures:

All fundraising activities will be conducted and coordinated only by the Department of
Development and its authorized staff.

Every patient at the University Eye Centers is provided with a copy of the Notice of Privacy
Practices (NPP), and they are given the opportunity to read it and ask questions about its
provisions. Clear language about fundraising and marketing communications from
KETCHUM HEALTH is incorporated in the notice, including the right of patients to opt out
of receiving such exchanges without creating a burden on their part

The following protected health information (PHI) may be used for fundraising purposes:
Demographic information, including name, address, date of birth, age and gender
Health insurance status, including type of insurance.
Department of service
Date of service
Treating physician

o Treatment outcome
Protected Health Information from KETCHUM HEALTHs patients obtained by the
Development department should not be stored or recorded after the fundraising activity
has concluded.

O O O O O

If an outside organization is going to be contracted to conduct fundraising activities in any
capacity, a business associate agreement must be signed, which will include the privacy
and security provisions of the Omnibus rule.

Fundraising Opt Out Procedure
The KETCHUM HEALTHs must ensure that the individual being contacted is given the
opportunity to request that there be no further fundraising communications from KETCHUM
HEALTH, and that that request will have no adverse effect on her/his care or treatment as a
result.
Written materials mailed to patients for the purpose of fundraising must include the following
required opt out language:

“If you wish to be removed from future KETCHUM HEALTH fundraising
communications, please contact the office of Advancement by telephone (714)
992.7832, or by email at advancement@ketchum.edu .”
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Verbal communications/telephone solicitations must also advise patients of the right they have
to opt out of fundraising communications.

A process will be created to make sure that individuals who have requested to be removed
from future fundraising communications are honored on their request. The Director of
Development will keep an updated log of all the opt-out requests available for review.

Before contacting patient for fundraising purposes, the Director of Development must verify
that the individual they wish to contact have not opted out.

2.1.14 Retention of Documentation

As the KETCHUM HEALTH implemented the Electronic Medical Records (EMR) system, all PHI
that is collected, produced or received from patients, or third parties on behalf of patients, will be
stored in each patient’s file and will not be modified, edited, or otherwise deleted from the file it
belongs to.

KETCHUM HEALTH is required to document actions taken as described in this manual. The
documentation will be included in the file and must be kept for at least six years from the date of
the action, or from the last use of the relevant PHI, whichever is later. The following are examples
of many (but not necessarily all) of the activities, documents, and communications that require
documentation and retention:

e Uses and disclosures of PHI that require patient authorization.

e Business associate agreements.

e Notice of Privacy Practices.

e Restrictions on uses and disclosures of PHI for specific patients.

e Confidential communication requirements.

e Amendments to PHI.

e Logs of Disclosures of PHI.

e The policies and procedures described in this manual.

Documentation for specific patients is to be kept in their charts. This information should never be
deleted. Seven years after the patient’s last office visit, the patient’s records may be purged
except in the case of minors. Minor records must be kept until the age of majority plus seven
years. Fifty years after the patient’s death, the records may be deleted and/or destroyed entirely.
The Director may delegate the archiving and deletion and/or destruction of records to a trained
assistant.

Paper files in the administrative office (e.g., previous versions of the Policies & Procedures
Manual, business associate agreements, complaints investigations and reports, documentation
of associate breaches, etc.) must be held for at least six years. Personnel files must be held for
a minimum of six years after termination. When it is appropriate to purge the files, all paper



documents must be shredded. The Director may delegate the purging and shredding to a trained
assistant.

2.1.15 Changes to Policies and Procedures

Changes will be made to KETCHUM HEALTH’s Privacy Policies & Procedures periodically.
Sometimes the updates will be required because of changes in the law. These updates will affect
the Privacy Policies & Procedures Manual, as well as some of the forms we distribute to patients.
At other times the manual will need to be revised because of operational changes within the
practice. At no time are actual policies or procedures to be changed, prior to the effective date of
the change.

Because we have included a statement in our Notice of Privacy Practices that grants us the right
to make changes in our Compliance practices, we may make the changes effective for all PHI
that we created or received prior to the effective date of the revision.

When changes in the law occur, the Director will oversee the following activities to ensure that
they are completed:
¢ Amend KETCHUM HEALTH’s Notice of Privacy Practices, so new patients will have the
most current information.
¢ Update any other forms that are affected (e.g., Authorization Form, PHI History Sheet,
Business Associate Agreement, etc.)
¢ Amend this Compliance Policies & Procedures Manual, including re-dating any pages that
are changed.
e Update any affected forms and information supplied on KETCHUM HEALTH’s website.
e Post change Notice of Privacy Practices in the reception area, on the website, and have
copies available for patients to take home.
e Provide information and training pertaining to the changes for all staff and doctors.

When we need to make procedural changes within the KETCHUM HEALTH, we are allowed
to do so, as long as the changes are still in compliance with the current law. The Director will
oversee the implementation of such changes and they may include:

¢ Reuvising this Compliance Policies & Procedures Manual.

e Posting the change in the reception area and on the website, as well as making copies
available for patients to take home, if the change affects our patients. If the change is for
internal procedures with no direct consequences for patients, then there is no need to post
the change publicly.

e Providing information and training regarding the changed procedures to all staff and
doctors.

When changes are made to this manual each faculty and employee, whose functions are
affected by the change, must be re-trained. Updated pages for the manual will be provided to
each faculty and employee.



2.2 HIPAA SECURITY POLICIES & PROCEDURES

The policies and procedures described in this manual have been developed for the purpose of
compliance with the Health Insurance Portability and Accountability Act (HIPAA) of 1996, the
HITECH act of 2009, and the Omnibus Rule of 2013.

At Ketchum Health-University Eye Centers, all employees, students, interns, volunteers, and
business associates function with the understanding that protection of our patients’ health
information is of the highest importance, especially when it could personally identify the individual.
This manual describes the policies and procedures to be followed at all times, when the security
of protected health information (PHI) is involved.

Statutory Framework:

The federal Health Insurance Portability and Accountability Act (HIPAA) requires Covered Entities
(Health Care Providers) to comply with several provisions, including the security rule( 45 CFR
Parts 164.102, et al). This rule consists of three types of safeguards: Administrative, Physical and
Technical. Each safeguard has a set of standards and implementation specifications that are
being developed in this manual.

The security rule applies only to electronic protected health information (ePHI), unlike the privacy
rule which applies to PHI in oral, hard copy, and electronic form. The rule covers PHI in use
(creation, retrieval, revision, and deletion), at rest (database-servers), and in motion
(transmission). As stipulated in the act, the security rule is technology “neutral” and it does not
recommend any specific type of hardware or software solution. It only requires covered entities
to take reasonable and appropriate measures to protect against reasonable, foreseeable threats
to the organization.

It is the duty and responsibility of each person or entity associated with the University
Eye Centers in any capacity to be familiar with the material in this manual and to comply
with the requirements detailed within it.

2.2.1 Terms & Abbreviations Used in this Manual

Act The Act is the Health Insurance Portability & Accountability Act of 1996 and
its updates, changes and revisions that are currently in effect.

Business An outside business or contractor or a subcontractor that assists KETCHUM

Associate HEALTH in certain activities or services that involve the use and/or disclosure
of PHI.

Breach Unauthorized acquisition, access, use, or disclosure of PHI that can

compromise the Compliance and/or security of this information




Confidential
Information

A combination of any information that identifies and describes an individual,
including her or her name in conjunction with SSN, PHI, and financial account
information

Contingency Plan

Sets out a course of action that is maintained for emergency response,
backup operations, and post-disaster recovery

Covered Entity

A person or organization that is required to comply with HIPAA regulations.

DHHS

US Department of Health and Human Services

D-ll

De-identified information. Information that does not identify an individual

Disclosure

The release, transfer, provision of access, or divulging Individually
Identifiable Protected Health Information (IIPHI) outside of the entity holding
such information.

ePHI

Electronic Protected Health Information.

Encryption

The use of technology to render or transform PHI unreadable.

Health
Operations

Care

= Conducting quality assessment and improvement activities, contacting of
Health Care Professionals (HCPs) and patients with information about
treatment alternatives and related functions that do not include treatment.

» Reviewing the competence or qualifications of HCPs, evaluating
practitioner and provider performance, conducting training programs (in
areas of health care under supervision to practice or improve skills),
training of non-health care professionals, accreditation, certification,
licensing or credentialing activities.

= Underwriting, premium rating, and other activities relating to the creation,
renewal or replacement of a contract of health insurance or health
benefits.

= Conducting or arranging for medical review, legal services, and auditing
functions.

» Business planning and development, such as conducting cost-
management and planning-related analyses.

» Business management and general administrative activities of the entity.

» Using PHI to conduct education and training sessions with interns and
students within campus premises.

HIPAA

Health Insurance Portability & Accountability Act of 1996

HITECH

Health Information Technology for Economic and Clinical Act of 2009

IRB

Institutional Review Board




IT Security | Any activity that harms or represents a serious threat to critical systems
Incident infrastructure, including computer, telephone and network-based resources.
NPP Notice Of Privacy Practices

Omnibus rule

HIPAA amendment to the HITECH, 2013.

PHI

Protected health information.

PPO

Preferred provider organization.

Remote Access

Any access to a device on the data network through a non-controlled network

TPO Treatment, payment, or health care operations.

KETCHUM University Eye Center

HEALTH

Workforce Refers to employees, volunteers, trainees, volunteers, work studies

contractors, and other persons under the direct control of the covered entity,
whether or not paid by the covered entity, which have access to confidential
information.

2.2.2 Administrative Safeguards

(45 CFR § 164.308)

Standards:

1. Security Management Process

A. Risk Analysis
Consistent with the provisions of the security rule, Ketchum Health IT personnel will
conduct a risk assessment to identify, manage and mitigate potential threats and
vulnerabilities of its business operations that could impact the confidentiality, integrity, and

availability of

patient’s electronic PHI.

At the University Eye Center, there are individuals, systems and processes that have
access to sensitive data. Improper handling of this information could expose PHI of our
patients to internal or external threats.

Scope of the assessment

The assessment will include the following:

Identifying individuals, systems and processes that have access to PHI:

Local and wide area networks
Main servers
Bandwidth connectivity and storage




e Determining the risks (potential and real), and situations that exist that may
compromise PHI.
e Determining if there are processes or actions taking place that inappropriately
exposes sensitive data.
e Assessing current security controls in the Clinic.
e Determining the levels of risk to our practice’s electronic systems that contain ePHI:
— All databases with ePHI
— All computers that are connected to ePHI
— BYODs including any mobile computing devices
— All clinic-owned mobile computing devices or media
¢ Recommend security controls to mitigate such risk levels
e Document the risk assessment findings.
The risk assessment evaluates the confidentiality (protection from unauthorized
disclosure); integrity (protection from improper modification); and availability (chart
completion or loss of system or document access) of PHI.

Process Approach

The risk assessment should be conducted in accordance with the methodology described
in the National Institute of Standards and Technology (NIST), special publication (SP) 800-
30, and within the parameters outlined by the Health and Human Services Department
Risk Assessment Tool application.

. Risk Management

The KETCHUM HEALTH risk management plan consists of six processes that provide the
foundation for the organization to protect the confidentiality, integrity and availability of
ePHI. All electronic PHI created, received, maintained, or transmitted by personnel at
KETCHUM HEALTH is subject to this policy. We understand that risk management is a
critical element in our business operations and a key part of KETCHUM HEALTH security
control program.

Steps of the Risk Management Plan:

I.  Categorize information Systems: allows KETCHUM HEALTH to determine the
criticality and sensitivity of the information systems and the information being
processed, stored and transmitted. Servers, workstations, medical devices with
networking capabilities, BYODs with access to network connectivity, software
applications that support patient care, are examples of critical systems that must be
categorized.

II. Select Security Controls: Allows for the selection of the appropriate security
controls, tailored for the threats and vulnerabilities found after performing a baseline
assessment. Authentication procedures for workstation access, encryption at rest (if
feasible) /in transit, redundant data back-up procedures, software patches, USB port
deactivation are examples of select security controls that must be considered.




Il Implement Security Controls: Allows for the physical implementation of security
controls that have been determined to be reasonable and appropriate for the
organization.

IV.  Assess Security Controls: Allows for the evaluation of the effectiveness in the
implementation of the security controls. By using assessment methods and
procedures, we determine the extent to which the controls are implemented correctly
and operating as intended with respect to protecting ePHI.

V. Authorize Information System: Allows for the acceptance of those identified risks
that are deemed tolerable to the KETCHUM HEALTH.

VI.  Monitor Security State: Allows for the continuous evaluation and monitoring of the
implemented security controls to ensure that they remain operating effectively and
as intended. Update of the security measures in response to environmental and
operational changes that affect ePHI.

Impact Analysis

After evaluating the threat/vulnerability, the security team determines the level of severity
or impact of the adverse event based on the following three categories:

1. High: The occurrence of the event will result in severe PHI breach and there is great
likelihood of occurrence. Mitigation measures must be implemented immediately.

2. Moderate: The occurrence of the event may result in a violation of laws and internal
procedures, and could eventually affect KETCHUM HEALTH’s performance and
reputation.

3. Low: The occurrence of the adverse event may result in the potential breach or misuse
of PHI, and could minimally affect KETCHUM HEALTH business operations.

C. Sanction Policy

Any officer, employee, or agent of KETCHUM HEALTH who believes another officer,
employee, student or agent of Southern California College of Optometry has breached the
facility’s Security Policy, or the policies and standards enacted to carry out the objectives
of the Security Policy, or otherwise breached the integrity or confidentiality of patient or
other sensitive information, should immediately report such breach to his or her superior
or to the Director of Information Technology.

Any sanctions following the investigation of improper behavior related to the handling of
ePHI will be discussed with the Associate Dean of Clinics in conjunction with HR. As noted
in the organization’s employee handbook, KETCHUM HEALTH has a progressive
discipline policy under which sanctions become more severe for repeated infractions. This
policy, however, does not mandate the use of a lesser sanction before KETCHUM HEALTH
terminates an employee.



At the discretion of management, KETCHUM HEALTH may terminate an employee for the
first breach of the security policy or individual policies if the seriousness of the offense
warrants such action.

An employee could expect to lose his or her job for a willful or grossly negligent breach of
confidentiality, willful or grossly negligent destruction of computer equipment or data, or
knowingly or grossly negligent violation of HIPAA, its implementing regulations or any other
federal or state law protecting the integrity and confidentiality of patient information.

For less serious breaches, management may impose a lesser sanction, such as a verbal
or written warning, verbal or written reprimand, loss of access, suspension without pay,
demotion, or other sanction.

Violation of the facility’s security policy or individual policies and standards may constitute
a criminal offense under HIPAA, other federal laws, such as the Federal Computer Fraud
and Abuse Act of 1986, 18 U.S.C. § 1030, or state laws.

Any employee or agent who violates such a criminal law may expect that KETCHUM
HEALTH will provide information concerning the violation to appropriate law enforcement
personnel and will cooperate with any law enforcement investigation or prosecution.

Further, violations of the facility’s security policy or individual policies and standards may
violate professional ethics, and be grounds for professional discipline. Any individual
subject to professional ethics guidelines and/or professional discipline should expect
KETCHUM HEALTH to report such violations to appropriate licensure/accreditation
agencies and to cooperate with any professional investigation or disciplinary proceedings.

D. Information System Activity Review

All employees at KETCHUM HEALTH understand that the use of software, hardware,
equipment and any other system, including network and access to the web, is intended
solely for the purpose of performing their job responsibilities.

There is no expectation of privacy while using any equipment or system that belongs
to KETCHUM HEALTH, and management will implement a process to track and review all
access activity by employees. The applications support manager will create and maintain
a log-in report available for review by management.

The application report will be evaluated daily and will be kept on a separate electronic file
by the Director of Healthcare Policy Compliance. Refer to the sanction policy for
disciplinary action regarding employees’ violations.

2. Assigned Security Responsibility

To ensure accountability on our security process when handling PHI, KETCHUM HEALTH
has assigned the role of security officer to different individuals, based on their responsibilities.



The IT Manager will oversee all servers’ activity, critical network infrastructure, and web
access. The Applications Support Manager will oversee all EHR and practice management
software applications that store and/or support PHI, including software patches and updates.

All policies and procedures regarding security issues will be created, updated and
communicated by the Director of Information Technology. All IT security purchasing and
investment projects will be conducted exclusively by the Director of information technology.

Employees, students, interns and volunteers at the KETCHUM HEALTH have been notified
to communicate with the applications support manager in the event of a security problem.

3. Workforce Security

KETCHUM HEALTH shall implement workforce security procedures that require authorization
and supervision in managing access to electronic protected health information. These
procedures will include audit trail documentation for granting and termination of system
access.

A. Authorization and Supervision: Each supervisor or department chief will request
access to PHI by employees under her/his control area to the applications support
manager. The goal is to establish a chain of command and a line of authority for
accessing ePHI. Employees will be properly communicated about this procedure. No
employee will request access to ePHI applications without asking their respective
supervisor.

B. Workforce Clearance Procedure: Access to system infrastructure by employees is only
granted on a role-based basis and limited to the scope of their job description. Workforce
supervisors shall implement a formal process for screening and requesting access to
ePHI system for their members. Consideration of required access to electronic
confidential information should be included as part of workforce clearance for hiring,
promotion, and transfer of employees into positions requiring such access.

C. Termination of Access: The process of denying/terminating workforce access to
confidential information shall include procedures with authorization for informing
application support manager to remove access privileges for specified systems. The
process for removal of access shall include procedures that address changes in job
duties, transfer of job position, promotions, and termination of workforce membership.

4. Information Access Management

A. Isolating health care clearinghouse function. No clearing house activities are performed
by any individual or group of individuals within the organization; therefore, there are no
clearinghouse functions that need to be isolated. KETCHUM HEALTH has contracted
the services of an independent organization to perform clearinghouse functions on its
behalf, and there is a signed business associate agreement in place which covers the
Privacy and Security of PHI.




B. Access Authorization. This is the process of determining whether a prospective data
user should be granted access to University Eye Center’s patient databases. Access
must be granted in accordance with this access and other related guidelines. No
employee may access any confidential patient or other information that they do not have
a need-to-know. Prospective data users will not get access unless they have a
legitimate, job-related need, and such access will be only limited to the minimum
necessary to perform their duties.

No employee may disclose PHI or other information unless properly authorized,
according to the Confidentiality and Disclosure policies (see Privacy Manual).

C. Access Establishment and Modification. Is the process of granting access to an
authorized data user, and who has been authorized access under KETCHUM
HEALTH’s access authorization policy. Department chiefs and supervisors will
determine the personnel who need access to patient databases, and such access will
be granted by the Applications Support Manager only on a role-based basis. To ensure
proper patient care, the Director of IT will provide emergency override access for
necessary personnel as determined by department chiefs. The same protocols apply
when the employee is transferred to another department or her access needs to be
modified.

The Applications Support Manager will suspend access when appropriate to respond to
a breach of PHI in coordination with the Director of Healthcare Policy Compliance.
Access shall be modified when notified to do so by the Department’s chief or by
respective supervisor. Access can also be terminated by the applications support
manager when notified to do so by the Department chief, area supervisor, or Human
Resources in accordance with the termination procedure.

5. Security Awareness and Training

A. Security Reminders. As part of our training practices, all employees, students, interns,
volunteers and agents working on behalf of KETCHUM HEALTH will be periodically
educated about PHI security issues. The Director of Information Technology is
responsible for developing, presenting, and documenting training in the following
subjects:

e Principles of security.

e Secure ePHI transmission.

e University Eye Center’s policies and procedures regarding the security of
health information.

e Procedures for reporting breaches of security and confidentiality of PHI.

This process will be achieved using different options, depending on the individuals
selected to receive the training, and could involve email communications, online
training using our blackboard platform (Moodle), in-person training, and/or printed



materials. The Director of information technology will send quarterly security reminders
via email to all clinic personnel, including students and interns.

The training program is conducted at least once a year, and it is updated accordingly
depending upon the enactment of new rules and regulations.

Protection from malicious software. The director of IT and his team are in charge of
implementing and coordinating all the efforts to keep our critical systems and network
infrastructure safe. We have currently installed all available software and hardware,
including but not limited to Anti-virus, Firewalls, malware protection, aimed to protect
our systems; the IT personnel is constantly upgrading and applying patches as they
become available.

Log-in monitoring. Using the audit-trail capabilities of the software that handles PHI,
the IT security team, led by the Applications Support Manager and Programmer will
monitor all users’ log-in attempt and will report discrepancies. The main goal is to
identify users who access PHI without having the need to, and apply the corrective
measures immediately.

Password management. Computer use is only possible when an individual logs-in and
uses a personal password. Each individual is assigned a security level when hired,
which allows role-based access to PHI. Passwords should be changed periodically
based on threat exposures (e.g., every 30, 60, or 90 days) and staff will not post their
passwords on sticky notes by their computers or desks. The password should be at
least eight characters long, using a combination of letters, numbers and special
characters. Avoid using date of births, phone numbers, or last names.

The Applications Support Manager will be the only individual with security rights to
override other users’ passwords, in case access is heeded due to an emergency.

6. Security Incident Procedures

A. Response and Reporting. At Ketchum Health we recognize that ePHI may be available
at multiple locations, devices, and applications. As we implement new procedures to
safeguard PHI and any other sensitive patient information, we will make sure that security
incidents are identified, investigated and corrected to the best of our technical capabilities.
The incident report will have, at the minimum, the following elements:

PoONPE

Date, time, and location of the event (device, workstation, application)

Name of the individual who discovered the incident.

Evidence collected

Actions taken to minimize or mitigate potential damages or disruption to system’s
infrastructure.

Policy and procedural changes implemented to avoid recurrence.



When ePHlI is breached and it affects more than 500 patients in a single incident, we will start
the notification process, as required by federal and state law. Please refer to MBKU “Breach
Notification” policy in this manual.

7. Contingency Plan

A. Data backup plan. The Director of Information Technology and his team are responsible
for performing daily backups on University Eye Center's network, including all
databases on which PHI resides or may reside, shared drives containing application
data, general patient information, and other related critical data. All servers are backed
up nightly at 23:00 hours.

The IT department will hold weekly backups for four weeks and monthly backups for
one year. Each month a second copy of the backups are taken off site to a safe deposit
box.

B. Emergency mode operation plan. Please refer to section 6.8 of the Manual (Business
Continuation Plan-Clinic Services)

8. Business Associate Contracts and Other Arrangements

KETCHUM HEALTH conducts its business and operations in a manner consistent with the
security rule, always preserving the integrity, confidentiality and availability of patients’
information. Sometimes, in order to continue providing quality patient care, KETCHUM
HEALTH may allow a business associate to create, receive, maintain, or transmit electronic
protected health information on its behalf.

KETCHUM HEALTH will perform a periodic inventory to identify all business associates who
have access to PHI in any manner while conducting business on its behalf, and will have
agreements in place for any vendor, entity or third party that creates, receives, maintains, or
transmits such information. The purpose of these agreements is to obtain satisfactory
assurances, in accordance with the standard for business associate contracts or others
arrangements of Organizational Requirements of the Security Rule, that the business
associate will appropriately safeguard the information.

All business associates who have access to KETCHUM HEALTH protected health information
and conduct business on its behalf, will need to comply with the HIPAA security rule and are
required to inform its covered entity of any breach of unsecured PHI that it discovers or
experiences, and to assist the covered entity by providing requisite information that will
facilitate the covered entity’s fulfillment of breach notification requirements.

Please see Exhibit 21 for KETCHUM HEALTH standard business associate agreement.

2.2.3 Physical Safeguards
(45 CFR § 164.310)



Standards:
1. Facility Access Controls.

A. Contingency Operations. We believe that any effective contingency plan must start with
preventive measures. In order to plan for potential environmental, human or technical
threats to our network infrastructure and the facilities they reside in, a comprehensive plan
is in place.

Our campus has four safety systems:

Fire safety;
Intrusion alarm;
CCTV;

Card access.

NS .

Each safety system is to be inspected annually by contracted service providers who will
maintain, repair and replace physical campus security equipment to include the following:

e Fire sensors

e Fire sprinkler

e Fire alarm monitoring panel

e Motion sensors

e Door contact sensors

e Glass brake sensors

e Intrusion alarm monitoring panel

¢ Distress/panic alarm buttons

e Surveillance cameras

¢ Digital Video Recorder (DVR)

e Wiring of all systems

e Proxy cards

e Door card readers

e Monitoring computer system (card access)

In the event of a natural disaster or massive fire, evacuation procedures will be
implemented, following the guidelines established by the Safety and Emergency
Preparedness committee and local authorities. This committee will decide if continuing
providing patient care under the current conditions will be suitable. Personnel assigned by
the Director of Campus Safety and Security will conduct safety training, including fire drills,
evacuation procedures, and disaster preparedness. They will be the first responders in
charge of managing all emergencies and disasters on campus.

B. Facility Security Plan. MBKU-Ketchum Health campus facilities are open for students,
staff, faculty and administration from 6 am to 1 am. It is the responsibility of the Campus
Safety Officer to monitor the access to all campus locations. Only authorized personnel are



to use these facilities. Campus Safety will also make sure that the rules and regulations on
the facilities are maintained.

There is a security plan enforced by the Director of Campus Safety and Security. Among his
duties are:

e Interact positively with campus community members on a daily basis and assist
members in identifying potential safety and/or criminal problems.

e Consistently patrol campus on foot as needed.

¢ Respond to, and manage all emergencies and disasters on campus.

e Observe safety hazards and promptly report them to appropriate persons, as well as
responding to all security and fire alarms.

¢ Unlock/secure appropriate buildings/rooms and facilities as directed.

e When necessary, enforce University Policies, California Penal and Vehicle codes on
university property.

e Proactively implement the department’s community policing program.

Patrols.

In order to promote high visibility and interaction with our campus community, foot patrols
will be conducted whenever possible. Patrols should be intermittent and sporadic as not to
develop a pattern that can be tracked and/or anticipated.

During normal operations and given there are no extenuating circumstances there should
be at least one Officer on foot patrol at any given time.

C. Access Control and Validation Procedures. Identification cards are issued to all
employees and students for identification and security purposes and must be worn at all
times while on campus. Campus Safety has the authority to verify the existence of the
identification card at any time an employee, student or vendor/contractor is on campus.
The card also functions as an access card that is programmed to allow entrance into certain
buildings, offices and the parking structure as needed. If an employee or student does not
have their card while on campus, access to certain areas can and will be denied. It is the
responsibility of Campus Safety to ensure that access cards are not transferred. In the
event a student or employee is found using another student or employee's access card,
the card will be confiscated by the Campus Safety Department. A Ketchum Health-Campus
Safety incident report will be completed.

D. Maintenance Records. All activity related to the facilities security and access plan, as well
as the incident response, will be documented accordingly. The Director of Campus Safety
and Security will ensure that activity logs are maintained and updated accurately.



. Workstation Use.
Preventative Measures

It is the policy of KETCHUM HEALTH to ensure all members of its workforce have appropriate
access to electronic PHI, and to prevent those workforce members who do not have access
from obtaining access to PHI. Based on these premises, the following measures will be
established:

+ Implement, as appropriate, procedures for the authorization and/or supervision of
workforce members who work with PHI or in locations where it might be accessed.

+ Implement, as appropriate, procedures to determine that the access of a workforce
member to PHI is appropriate.

* Implement, as appropriate, procedures for terminating access to PHI when the employment
of a workforce ends, changes, or as required by determination made as specified in this
security manual.

» All personnel using computers will familiarize themselves with and comply with the facility’s
disaster plans and take appropriate measures to protect computers and data from
disasters.

« Each person using the facility’s computers is responsible for the content of any data he or
she inputs into the computer or transmits through or outside the facility’s system. No person
may hide their identity as the author of the entry or represent that someone else entered
the data or sent the message. All personnel will familiarize themselves with and comply
with the facility’s e-mail policy.

* No employee may access any confidential patient or other information that they do not
have a need-to-know. No employee may disclose patient or other confidential information
unless properly authorized (see the Confidentiality Policy and the Disclosure Policy).

+ Employees must not leave printers, scanners or copiers unattended when they are doing
work that involves confidential patient or other sensitive information. This rule is especially
important when two or more computers share a common printer or when the printer is
located in an area where unauthorized personnel have access to the printer.

» Personnel using the computer system will not write down their password and locate it at or
near the terminal, such as by putting their password on a yellow “stickie” on the screen, or
a piece of tape under the keyboard.

» Each computer will be programmed to generate a screen saver when the computer
receives no input for a specified period. Supervisors may specify an appropriate period to
protect confidentiality while keeping the computer available for use in conjunction with the
Health Information Department and the Applications Support Manager.

+ Each user must log off the system if they leave the computer terminal for any period of
time.

* As a general rule, PHI in printed form should not leave KETCHUM HEALTH premises
unless it has been de-identified. Each department chief will make sure that staff, interns
and students in his/her department are trained regarding this procedure.

* No personnel may download data from the facility’s system without the express permission
of the department head with notice to the Applications Support Manager.



No personnel may upload any unauthorized software or data. The Director of Health
Information Technology must approve any software or data that an employee wishes to
upload/download. This rule is necessary to protect against computer viruses from being
transmitted into the facility’s system.

3. Workstation Security*

This Workstation Security policy is based on the following assumptions:

Any computer/workstation in the facility can access confidential patient information if the
user has the proper authorization.

All computer screens may be viewed by individuals who do not have access to confidential
information that may be displayed on the screen.

Every computer workstation in the facility is vulnerable to environmental threats, such as
fire, water damage, power surge, and the like.

In order to ensure the confidentiality, integrity and availability of PHI, KETCHUM HEALTH will
implement the following security protocols:

Personnel logging onto the system will ensure that no one observes the entry of their
password.

After five failed attempts to log on, the system will refuse to permit access and generate a
notice to the system administrator.

Personnel will not log onto the system using another’s password nor permit another to
logon with their password. Nor will personnel enter data under another person’s
password.

All computer users will monitor the computer’s operating environment and report potential
threats to the computer and to the integrity and confidentiality of data contained in the
computer system

*For all portable devices, including laptops, please refer to the remote access policy.

4. Device and Media Controls.

A.

Disposal. This disposal-destruction policy is based on the following assumptions:
Protected health information may reside in numerous locations and on different media.
KH has a fiduciary duty to destroy such information in a way it preserves privacy and
confidentiality.

After electronic storage media have been erased, physical characteristics may still exist
that would eventually allow data to be reconstructed, making the process more complex.
Destroying data improperly may harm KETCHUM HEALTH collectively, its officers,
employees, agents, students and patients.

The device and media disposal process will be handled by the IT department in conjunction
with the System Applications Manager and his agents. Any device being decommissioned will
be physically taken by the individual assigned by the Director of Information Technology, and
stored properly at the Department’s storage location.



Due to the complexities of the disposal process, this function is performed by a third party,
which is responsible for picking up the media and devices, and securely transports and
destroys it, following industry accepted standards. A certificate of destruction is issued after
each job is completed.

B. Media-Reuse. By general rule, devices and media that completed their usability lifecycle
are disposed accordingly. If a machine, hardware, or any other device is taken out of service
and is reused, it will be reimaged prior to being redistributed for general use.

No storage media may be taken from KETCHUM HEALTH premises for reuse outside the
clinic location, without taking all the steps necessary to ensure that PHI has been properly
destroyed.

C. Accountability. In order to effectively control the movement of electronic systems,
workstations, devices, and electronic media within the KETCHUM HEALTH, we will create
and maintain and inventory. At clinic level, the Systems Applications Manager in conjunction
with the assistant applications manager will keep an inventory of all the equipment, hardware
and peripheral devices that are currently operating and that could store PHI.

The inventory will include, to the most extent possible, model and serial number, location of
the device, individual’s user name, and maintenance records. This individual will be
responsible for updating the list as needed, and will document removal and/or additions to it.

The Director of IT will be responsible for creating and keeping updated an inventory of all the
devices, hardware, and electronic media held by the entire organization. He will create a
“report card” for each device, and will document the movement equipment.

An individual responsible for maintaining the log regarding upgrades, maintenance and
repairs will be designated by the IT Director.

D. Data Backup and Storage. The Director of information technology and his team are
responsible for performing backups on MBKU’s network, including shared drives containing
application data, PHI, financial data and critical system information.

e All servers must be backed up nightly.

e Weekly backups will be held for four weeks.

e Monthly backups will be held for one year.

e Each month, a second copy of the backups will be taken off site to a safe deposit box.

2.2.4 Technical Safeguards
(45 CFR § 164.310)

Standards:
1. Access Control.

A. Unique User Identification. This policy is based on the following assumptions:



— Data, media and computer assets are the physical property of MBKU, wherever located,
although patients and others may have rights of access to the data.

— PHI is sensitive and confidential, and a loss or breach of confidentiality of such data may
cause severe harm to the subject of the information, to MBKU, and to its officers, agents,
and employees.

— We must ensure that access to PHI is limited to minimize the risk of breaches. Only
individuals with a legitimate business need to access PHI, should have access to such
information. Those with authorized access should have no more access than needed for
the performance of their responsibilities.

Department chiefs will submit the name of staff needing access with the respective
recommended level required to perform their duties. The System Applications Manager will
ensure that prospective data users receive required training before access to the data
applications is granted, including but not limited to password management, logging off
protocols when leaving workstations, and closing unused applications that might contain
PHI.

Access to databases that contain PHI is only granted on a role-based basis, and the
Applications Support Manager will create and maintain a log with all the users, their level of
access, and the modification of access, including termination of it, as needed.

B.Emergency Access Procedure. We recognize that there will be instances in which an
emergency access to workstations and devices will be required by an individual(s) who is
not the primary authorized user. Only the Director of Information Technology and his
designees will have the ability to override the existing log-in credentials/passwords from
current users in an emergency situation.

The emergency events will be only determined by the Associate Dean of Clinics (or the
acting Clinic Director), and this individual or her designee will communicate with the Director
of IT to activate the emergency access protocol in place. Each occurrence will be
documented accordingly by the IT department.

C.Automatic Logoff. Computers and workstations in public areas which might hold PHI
should have an automatic logoff feature that triggers after three minutes of inactivity. For
offices and workstations located in less exposed areas, it is recommended that the timeout
feature is set to work after 10 minutes of inactivity.

A security reminder will be sent on a quarterly basis to all MBKU staff, students and agents
highlighting the importance of keeping a good security practices in place, including the need
to lock their work stations when they plan to walk away.

2. Audit Controls.

Data users at the KETCHUM HEALTH have no expectation of privacy when accessing data,
media, computers, or other devices that belong to the organization and that might contain



PHI, wherever located. It is understood that any official from KETCHUM HEALTH has the
right to audit and monitor the use of these devices.

Patient management software comes with audit trail capabilities that allows for the tracking
of users’ activity. In addition to the built-in audit capabilities in the software, the IT
department will develop and implement a mechanism to additionally track the users’ access
to PHI. The Director of Healthcare Policy Compliance in conjunction with the applications
support manager will monitor the activity logs to identify potential misconduct, which could
include the sharing of users’ IDs, or users not logging off at the end of a work session.

3. Integrity.

A. Mechanism to authenticate electronic PHI. Data integrity is paramount to our business
operations and it is also one of the three pillars of the security rule. We have a policy
requiring providers to close and finalize patient files within three calendar days. The purpose
of this procedure is to ensure, to the most extent possible, that PHI will not be altered,
corrupted, or deleted, either unintentionally or maliciously by users.

This mechanism, in conjunction with the audit trail capabilities embedded in the software,
and the stand alone program created by the IT department, will allow our security team to
address any integrity issues that might arise from our business operations.

4. Person or entity authentication.

In order to verify that a person seeking access to electronic PHI is the one claimed, we will
implement and monitor mechanisms that will enable our systems to authenticate who is
accessing, reading, altering, or transmitting ePHI. Such procedures include:

¢ Required user name and password to access work stations and other hardware that
might hold PHI.
e Audit trail capabilities embedded in the patient database software.
¢ Standalone application that tracks users’ behavior.
Access to ePHI is granted only on a role based-basis; the department chiefs are responsible for
determining who will need access to PHI and will communicate with the Applications Support
Manager the name of those individuals to complete the process.

The Applications Support Manager will periodically monitor users’ access to systems and
applications, and will report any suspicious behavior to the Director of IT and the Associate Dean
of Clinics, should corrective or disciplinary need to be initiated.

5. Transmission Security.
Integrity Controls-Encryption- Electronic Communications

The following policy describes the steps required from KETCHUM HEALTH workforce,
agents and interns when communicating PHI electronically. This policy applies to workforce



authorized by KETCHUM HEALTH to access, create, store, respond, or transmit PHI via
KETCHUM HEALTH e-mail system, internally and externally.

KETCHUM HEALTH will make all e-mail messages sent or received, related to the diagnosis
or treatment of a patient, part of the patient's medical record, and will treat such e-mail
messages with the same degree of confidentiality as afforded to other portions of the
medical record. KETCHUM HEALTH will use reasonable means to protect the security and
confidentiality of PHI transmitted electronically. Because of the risks outlined above,
KETCHUM HEALTH cannot, however, guarantee the security and confidentiality of e-mail
communications.

PROCEDURES:

To the most extent possible, all electronic communications and release of ePHI to patients,
providers, health plans, state and federal agencies, school districts and to any other
requesting third party will be performed by the Director of Healthcare Policy Compliance-

All other personnel who might need to release PHI will adhere to the following protocols:

e As a general rule, all PHI will be encrypted before being released electronically,
unless the patient agrees to receive it unencrypted, and after being explained about
the risks of such practice (“Duty to Inform”). KETCHUM HEALTH staff will document
the patient’s decision in the medical file.

e PHI will not be transmitted in the subject line of the email message.

e Email communication containing PHI of KETCHUM HEALTH patients will be
transmitted through the MBKU email system using an MBKU email address and may
not be transmitted using any other electronic method (other email system, IM, ICQ,
FTP, etc).

o If a document that contains PHI is attached to the message, the sender must verify
that only the proper information is attached and no unintended information is
included.

e Users who communicate PHI via email will comply with all other KETCHUM HEALTH
policies and procedures including, but not limited to, the Confidentiality of PHI Policy
and the Minimum Necessary Policy.

A. Patients have the right to request their PHI and Legal Records to be disclosed electronically.
KETCHUM HEALTH reserves the right to deny the request of release of PHI to the patient.
If no other way of communication with the patient is available, KETCHUM HEALTH will
discuss with the Director of Information Technology and the Associate Dean of Clinics the
available alternatives for releasing PHI.

B. All requests for release of information via email must be specific and the intended recipient
of PHI must be properly identified. Massive emails are not authorized to be sent from the
KETCHUM HEALTH; it is the sole responsibility of the patient to safeguard his/her PHI after
it has been released electronically. Since KETCHUM HEALTH or MBKU have no control of
the uses or disclosures after the information has been released to the requesting party,



MBKU or KETCHUM HEALTH will not be held liable for unintended or malicious uses of PHI
by third parties.

C. KETCHUM HEALTH will provide adequate training to email users regarding document
security procedures, including password management and encryption methods. KETCHUM
HEALTH has acquired software that handles the encryption process required by law, and
each individual sending PHI to a requesting party via email must be knowledgeable with the
software capabilities. When in doubt, the individual must communicate with the Director of
Healthcare Policy Compliance to get the information released properly and timely.

To facilitate the exchange of ePHI, we will have Encryption capabilities implemented. This
will be attained by using up-to-date commercial software that allows for the encryption of
both the body of the email and the attachments.

2.2.5 Cyber Security at Ketchum Health

The mission of the Cyber Security Program is to support the clinic’s plans for efficient growth by
containing risks and threats through a combination of policies, controls, and user awareness
training. The vision of the Cyber Security Program is to develop a collaborative approach to
Cyber Security by instilling a continuous mindset of security into all aspects of the clinic’s
functions. The goal is to create a safe and secure technology infrastructure for both students
and employees.

The success of the clinic depends on containing cyber risks, and a successful cyber risk
management program depends on all members of the clinic. It is a collaborative engagement of
processes, mindsets, and working together that will allow Ketchum Health to deliver effective
healthcare and protect digital information.

The members of the clinics will need to comply with regulatory requirements from

HIPAA (Health Insurance Portability and Accountability Act), PCI (Payment Card Industry) in
addition to University wide cyber security policies. Departmental responsibilities include
documenting compliant procedures, training clinic personnel on compliant procedures, and
having checks and balances in place to ensure continuous enforcement.

Cyber Security Training

To ensure the members of the clinic are aware of the cyber threats and has a strong mindset to
guard our patient’s data, all new hires are required to complete a 30 minute online Cyber
Security awareness course. In addition, all employees are required to complete an online Cyber
Security awareness course annually. Coupled with the awareness training are assessments by
way of social engineering tests via email that helps promote the practice of the cyber security
training. The training process will also involve notifying the Associate Dean of Clinics and Dean
of SCCO of any unsuccessful social engineer tests. For members of the clinic that have clicked



on 3 social engineering emails (internal test emails or external threats), further online training
will be required.

Cyber Security Policies

The following list of Cyber Security Policies apply to all University Employees. All new hires are
required to read and sign the MBKU Cyber Security Policies and Guidelines document within
the first 2 weeks of starting. Managers are required to enforce the policies within their staff.

Acceptable Use Policy

With a lack of guidelines on properly assigning access or using computer systems, there is

the possibility of individuals/vendors having too much access (i.e. access to our patient or
personal information when not needed for their jobs) or the possibility of individuals/

vendors putting the University at risk of legal or reputational harm. This policy serves to

provide guidance on how to use computer system and how to manage access to those
systems.

All clinic members will need to follow an access approval process before access can be granted
to any resource containing PHI.

Electronic Communication Policy

With the ability to transmit sensitive information or harmful payloads within emails or

instant messages, this policy aims to provide safe usage guidelines on email or messaging
systems.

All clinic members should ensure electronic communications are secure. Emails should be
encrypted if it contains PHI. SMS texts conducted on personal devices should not contain PHI.

Internet Usage Policy

Without restricted access to the “Internet”, a user’s browsing activity may put the
University’s network or reputation at risk. Such risks include visiting illegal sites or
conducting illegal activity on the internet, unknowingly contracting malware via

dangerous sites or productivity loss via personal browsing. This policy aims to provide
guidance on proper usage of the Internet.

All clinic members should minimize personal usage of the internet at Ketchum Health. Any
illegal or unethical internet activity is prohibited.

Password Policy

With passwords as the only layer of defense to applications and data, this policy aims to
enforce the use and protection of appropriate, strong passwords that follows industry
standard guidelines such as using password length requirements, complexity, and
password expiration times.

All clinic members should change their passwords to any resource that contains PHI at least
once a year.



Workstation Security Policy

This policy provides guidance on securing both physical and remote access to user
workstations that handle sensitive information.

All clinic members should lock their workstation screen(s) when away from their computer for
any prolonged period of time (i.e. more than 1 minute).

IT Incident Response Policy

The purpose of this policy is to provide a well-defined, organized approach for handling

any “potential” threats/incidents to our computers or sensitive data. This policy provides
guidelines on the different severity levels and types of incidents to be on the lookout for.

All clinic members should contact IT for any suspected or known cyber incidents such as
clicking on a phishing email, losing their MBKU laptop, or suspected malware on their computer
to name a few.

Vendor Risk Management Policy

The purpose of this policy is to manage the risks associated with third party vendors that
provide critical services to MBKU. The policy ensures that MBKU properly reviews
contractual requirements from third party vendors and properly manages third party
vendor services to maintain MBKU's internal compliance and security requirements.

All clinic members should contact IT to conduct a vendor assessment for any potential new
vendors.

3.0. AWARENESS AND TRAINING
3.1 HIPAA POLICIES AND PROCEDURES TRAINING

Awareness and training campaigns are essential components of Ketchum Health operations. All
faculty, employees, interns, students, and volunteers at Ketchum Health receive training as
mandated by law. HIPAA training is conducted at least once a year and is performed using
different channels available and designed to achieve the maximum coverage, including video
tutorials with certificates after completion.

As part of the onboarding process, new employees at the Ketchum Health are required to watch
a video tutorial before engaging in any employment activity related to patient care. Once in clinic,
new employees receive a document outlining the general mandates contained in this manual and
are encouraged to read it entirely. Depending on their roles, new employees received customized
training by the Director aimed to address specific risk topics in their respective areas. The training
is conducted in person, and written materials are provided for further documentation.

After reading the training document and having the opportunity to discuss additional materials
and ask questions, the employee must sign it. The Director will sign the document as well and
will file it in the HIPAA training file. All new employees are explained that compliance with this
training mandates is a condition of continued employment with Marshall B. Ketchum University.



When a current employee changes roles within the Ketchum Health, re-training in HIPAA privacy
and security policies and procedures must occur, if the new role involves different uses of PHI.

When changes are made to this manual, each faculty and employee whose functions are affected
by the change must be re-trained. Updated pages for the manual will be provided to each faculty
and employee.

3.2 ROLE-BASED TRAINING

3.2.1 New Faculty, Residents, and Interns

New faculty with Clinic privileges, and interns starting their formal clinical experience at Ketchum
Health must familiarize themselves with the basic rules and protocols intended to protect the
confidentiality, availability, and integrity of patient information.

A. Availability, Integrity and Confidentiality of the medical record are essential
components of the HIPAA rule.

I.  Availability. Faculty must finalize charts within a three-day period after the patient has
been seen. Only PHI from finalized charts is permitted to be released to patients or
third parties.

ii.  Integrity. All data entered in the chart must be accurate and consistent; all charts must
be reviewed and signed by the faculty provider and proof of this must be incorporated
into the file for claim and billing purposes.

lii.  Confidentiality. Medical data should be protected from being seen or used by
unauthorized individuals. Users will exercise caution while handling PHI on computers,
papers, and verbally, having always in mind that confidentiality must be protected at
all times

Make sure all additional exam documentation is properly scanned into patient’s file (OCTs,
VFEs, Op reports, etc.), and review the chart to check for completeness before discarding
the documents.

Please refrain from including in the chart personal comments or statements that have no
direct association with the nature of the evaluation being performed or are not relevant to
the exam outcome. Once the chart is finalized, it becomes a business and legal document
as well.

B. Workstation Use. When leaving the exam room or any other workstation, users must
close the medical record you are working on and lock the computer. This is to prevent
unauthorized individuals to see and edit patient information, and to allow faculty to access
the file in another station, if needed.




If you're granted remote access to PHI, you must adhere to the KETCHUM HEALTH
remote access policy terms, and will be responsible for immediately notifying his/her
service chief of any breach in the handling of such information.

. Password Management. Passwords are intended for personal use and they are
exclusively assigned to individual users to access the network. Passwords allow the
system to authenticate the user, and are the basis for the electronic signature protocol in
place. Under no circumstances they will be shared with any employee. Users are expected
to change passwords frequently (please contact IT for guidelines on password
management).

. Authorizations and Release of PHI. As a general rule, authorization from patients is
always required to release medical information to third parties, including referring doctors
or PCPs. HIPAA requires that all PHI releases (except to patients themselves), be
documented in the file for tracking purposes.

We can release PHI electronically via email with patients and third parties, including
referring doctors, social agencies, and school districts. PHI release via email is permitted
only if the information is encrypted. Please see the Director or IT assistant if you want to
have any PHI encrypted before it is sent via email.

If you receive a written request for records from attorneys, patient/family advocates, or
school district officials, please give all the paperwork to the Director for review and
processing. To the most extent possible, please make a note in the chart every time you
release PHI directly.

Minimum Necessary Standard. The patient file belongs to Ketchum Health, and we can
limit the release of any PHI based on the HIPAA “minimum necessary” standard, unless
otherwise required by law. This standard calls for the release or request of only the
minimum information necessary to accomplish the intended purpose. The practice of
requesting or releasing “all records” is not adequate, unless needed to provide care
effectively.

If PHI is subpoenaed or required by any enforcing agency, please refer all requests to the
Director to be handled properly. Under very specific circumstances, we can deny access
to medical records to patients or other providers or agencies (refer to the Director for
details).

Communications. If PHI should be shared or released, or if any patient or family member
asks for PHI to be communicated in any manner, please refer to the staffing faculty or
Director for guidance. Only authorized individuals can release patient’s medical records,
with few exceptions, such as spectacle and CL prescriptions given to patients at the end
of the evaluation by interns. This also applies to verbal communications, including phone
calls.




Please refrain from making statements about patient care in public areas such as halls
and lobbies. Phone communications should be used as last resort when sharing PHI;
Faculty will use professional judgment and they will determine when it is appropriate to
use phone conversations to discuss or release PHI. If a verbal communication with a
patient took place, it must be documented accordingly. Keep in mind that oral statements
are part of the medical file as well.

Verbal case discussion with school officials, parents or minor's advocates should be
limited and must be documented in the chart immediately. Residents will use their
professional judgment, contract clauses (if any), and law guidelines, in determining the
extent of PHI to be verbally discussed with third parties different than parents or school
officials. Texting of PHI is not allowed due to technical limitations in our system.

G. Compliance with Government Programs and Health Plans. Faculty are expected to
participate of government initiatives and incentive programs and adhere to the protocols
and guidelines set by health plans regarding billing proceedings.

H. Social Media. The use of social media channels to communicate patient information or
make comments about patient encounters is not allowed. Faculty and Interns must
exercise professional judgment when posting information on their blogs that could
potentially identify a patient or harm the reputation of the University. Please refer to his/her
supervisor for social media guidelines.

I.  PHI Storage. Under no circumstances PHI will be saved on personal thumb drives, CDs
or any other digital media device. The use of cloud based applications (G-Drive,
Dropbox) to save PHI is strictly prohibited. If sensitive patient data needs to be recorded
in an external drive, please refer to the IT systems coordinator for assistance.

J. Care of Minors. When examining a minor, a responsible adult, at least 18 years of age
(parent, personal representative, or any other responsible authorized person), must be
present during the examination. If an adult is not present for some reason, please notify
his/her supervisor regarding what protocol you must follow.. Never leave a minor
unattended or wandering around while she/he is under his/her care. Please refer to the
Ketchum Health Treatment of Minors policy for more guidance on this topic.

3.2.2 Administrative Assistants
It is important to understand that the medical file belongs to Ketchum Health, not to the patient.
Following are the protocols to follow when release of protected health information is requested:

a. By patients in person

Always ask patient to fill the Release Form and hand out the release form to the Director
for processing. Response is due between five (5) to eight (8) working days. By state law,
we have 15 working days to complete the request. By general rule, we don’t release




information the same day. Director will review the chart and make accommodations on a
case-by-case basis.

b. By family members

We can always release spectacle or CL Rx to family members, friends and even co-
workers. Beyond that, written permission is required by the patient. Director will review
and grant extraordinary releases on a case-by-case basis.

c. By third parties
We need patient’s authorization in writing. No exceptions.

d. By payers
By general rule, no written authorization is required (TPO). Allow claims staff to handle the

request

e. By enforcement personnel, court officials or public employees

Pending a legal investigation. Always contact Associate Dean of Clinics and/or Director.
Never release information based on a verbal statement of authority made by the individual
asking for the record.

f.  Phone Communications

Always exercise professional judgement. By general rule, no PHI is authorized to be
released verbally or over the phone to anyone, including the patient. Only Optometrists or
Interns can discuss case management or release PHI verbally to patients or their
representatives.

Email Communications
To patients: By general rule, all PHI must be encrypted before sending it electronically.
We can release medical records, including CL/Spectacle Rx and billing documents using
non-encrypted email only when the patient approves it after she has been informed that
there are risks of breaches while the unencrypted the data is in transit (“Duty to Inform”).
A note must be made in the chart.

To third parties: PHI must always be encrypted, no exceptions.

Social Engineering
Defined as the practices or techniques used by scammers trying to obtain any type of
information to hack the system and penetrate our network infrastructure. Phishing emails,
callers claiming to be networks technicians asking for system passwords, thumb drives
with malware left to be picked up by KH staff, are all examples of social engineering
techniques.



Secret Shoppers
Government or auditing agencies posing as patients trying to measure the level of training,
preparedness, and compliance in general, and to determine specifically how well we
safeguard patient information.

Documentation
To the extent possible, every release of PHI, or any other communication which involves
using or sharing PHI, should be documented in the patient’s file. Documentation is the first
and most effective line of defense against legal claims or litigation.

3.2.3 Patient Relations

Abbreviations and Terms

Breach: The unauthorized acquisition, access, use, or disclosure of protected health information,
which compromises the security, or privacy of such information.

Encryption: the technique for transforming information in such a way it becomes unreadable,
which is done through a computer software or computer application.

Identifier: Any piece of information that could be used to identify an individual:
¢ Individual's name

SSN

DOB

Phone/fax numbers

Zip Codes

Medical record numbers

Certificate/license numbers

License plate/VIN numbers

Health plan beneficiary numbers

Full face photographic images

Any account numbers.

email addresses

PHI: Protected Health Information. Information created or received by a health care provider that
relates to past, present or future physical or mental health condition, and that identifies the
individual.

BA: Business Associate. A person or an entity who is not a member of a covered entity’s
workforce, that performs, on behalf of a covered entity, a function or activity involving the use or
disclosure of PHI.

CE: Covered Entity. Any individual or entity, which is subject to HIPAA regulations

General Guidelines

Use discretion when verifying insurance information.



HIPAA Safeguard: When verifying insurance information, simply ask the patient for the
"insurance card" without specifying the type of insurance plan or type. If the patient is at the clinic,
provide her/him with a print-out of her insurance information for her to look over to confirm it is
correct.

Do not repeat sensitive info with others present.

HIPAA Safeguard: When making appointments either over the phone or in person, checking
patients in or out, or helping patients to complete intake forms, please refrain from repeating
personal information over. Unless patient relations staff is stationed in their own cubicle or office,
far from the ears of others, they should not read or repeat back personal information provided by
patients.

Have the staff member taking down appointments ask the person who has called to repeat back
the information that person has just given his/her staff member--rather than the other way around.
That way the person calling for the appointment is saying her personal information out loud rather
than the office saying it out loud with others waiting in the reception or check-out area.

Turn over sensitive documents and turn computer screen away.

HIPAA Safeguard: When handling print-outs of patient information (e.g. fee slips, intake forms,
medical Hx, copy of insurance cards, etc.) don't leave the documents facing up unattended; all
documents containing protected health care information must be placed facing down and away
from public reach.

Keep all computer screens turned away from patients' view. Patient relations staff is not supposed
to show PHI to patients or patient’s representatives directly from computer screens.

Telephone conversations with patients - release of PHI over the phone, or in person
HIPAA Safeguard: Releasing protected health information or any other patient related data over
the phone is not allowed, even if you're able to identify the caller. Discussing PHI over the phone
with patients, family, friends or third parties (health plans, school districts, social agencies etc.)
should be avoided at all times; we need to explain to the caller that patient relations staff are not
doctors and, therefore, no details from the chart are allowed to be released verbally. Even when
law enforcement personnel or insurance plans representatives call, we don’t provide information
over the phone. Please refer any request for release of PHI over the phone to his/her supervisor
or Director for protocols observance.

Spectacle and contact lens prescriptions are allowed to be released to patients or family members
who ask for them. Any other release regarding PHI must be consulted with his/her supervisor first.

Work station use and password management.

HIPAA Safeguard: If you're leaving his/her work station for extended time, you must lock his/her
computer following the protocols established by his/her supervisor. Passwords are for personal
use and they’re not to be shared under any circumstances. Please don’t write his/her password
on sticky notes and place them near his/her workstation. Make sure you change his/her password
frequently (please contact IT for guidelines on password management).



Care of minors.

HIPAA Safeguard: The University Eye Center has a very strict policy regarding the care of minors
and this should be clearly explained to parents or guardians who want to leave their minors
unattended during the examination. Under limited circumstances, the University Eye Center will
allow minors of certain age to be seen without their parents or legal guardians being present. Itis
not the responsibility of patient relations staff to safeguard any unattended minor. Please refer to
his/her supervisor for guidelines.

Release of patient’s PHI to family members and friends.

HIPAA Safeguard: In general, release of PHI to third parties requires authorization from the
patient or patient’s representative. There are certain occasions in which we can release PHI to
third parties without previous authorization from patient: spectacle and CL Rxs; certain records
such as summary letters or case reports; treatment plans. Patient relations personnel must always
refer to the Director or their Supervisor for additional guidelines on these types of releases.

Don't publicize diagnosis and treatment plan at check-out.
HIPAA Safequard: When creating follow-up appointments for specific conditions, please leave
out the diagnosis while communicating the time and date to the patient.

Access to medical files and personal conversations about patients.

HIPAA Safeguard: Access to patient medical files by employees must be justified and only
allowed when needed for business purposes, and to the extent required to perform the related
treatment or health care operations.

Staff must refrain from engaging in personal conversations in public areas with other co-workers
regarding patients seen at the KETCHUM HEALTH.

Sending PHI to patients via email.

HIPAA Safeguard: When a patient requests that PHI her electronically be communicated
electronically, we must comply and proceed accordingly. However, this release process must
follow strict security protocols (encryption) and only authorized personnel are allowed to do it. If
a patient requests her/his medical records to be emailed, please refer to the Director.

Social Media.

HIPAA Safeguard: The use of social media channels to communicate patient information or make
comments about patient encounters is not allowed, and employees must exercise professional
judgment when posting information on their blogs that could potentially identify a patient or harm
the reputation of the University. Please refer to his/her supervisor for social media guidelines.

Proper disposal of papers and documents containing PHI

HIPAA Safeguard: All papers containing PHI that are discarded, must be destroyed properly,
using a shredding device or services of a certified document destruction company. If some papers
need to be kept for future tasks, please coordinate with his/her supervisor about the best location
to place them until they are used or required.



4.0 CLINIC OPERATIONS
4.1 GENERAL EMPLOYEE POLICIES AND PROCEDURES

4.1.1 Professional Standards and Dress Code

The University’s professional atmosphere is maintained in part, by the image that employees
present to patients, students, other employees and visitors. Employees are expected to dress
neatly and in business attire that is consistent with the nature of the work performed and is
appropriate for a professional health care environment. Acceptable clothing for employees
includes suits, sport coats, or dress shirts and slacks, blouses and sweaters with skirts or dress
slacks or dresses.

Casual sportswear, e.g. jeans, shorts, along with tight fitting leather, tight fitting knits and mini-
length skirts or dresses, T-shirts, tank, halter or low-cut tops, and tennis shoes, casual sandals
and flip flops are not considered appropriate and should not be worn to work. All clothing should
be clean and without rips or holes. This list is an example of inappropriate dress and should not
be considered a complete list. Employees who report to work inappropriately dressed may be
asked to clock out and return back to work in acceptable attire. Department Directors may issue
more specific guidelines beyond these.

Hair must be clean and demonstrate evidence of good grooming and styling. Beards and
moustaches, when neat and groomed, are permissible. Jewelry should be conservative. Body
piercing that goes beyond normal, conservative ear piercing, does not promote the health
conscious image that the University wants to depict to its patients and therefore should be
avoided. For the same reason, tattoos are to be covered by clothing.

Because of the presence of patients, employees working in the Clinic are held to a higher
standard. Employees who are provided with a uniform should keep them in a neat and clean
condition. Employees provided with uniforms must wear them at all times while on duty.
Employees are required to return their uniforms in a timely manner upon termination of their
employment. If there are any questions as to what constitutes proper attire within a given
department, the supervisor or department head should be consulted in advance.

4.1.2 Clinic Appearance and Dress

All Employees must be presentable when reporting to work. Since you will be interacting with
patients, the initial impression conveyed is extremely important. The clinical staff and faculty will
set the example in applying these standards. If you do not dress appropriately, you may be asked
to clock out and change his/her attire to meet the profession standards set forth.

The standards of dress for all employees entering the clinic shall be in effect in all clinics
during any hour or day that clinics are open. These standards for the clinic apply during
Clinical Seminars as well. The dress code applies to all KETCHUM HEALTH Students, Staff
and Faculty.



The Associate Dean of Clinics ultimately determines if an individual’s overall appearance is
acceptable. If it is decided that the appearance or grooming is unduly distracting or inappropriate
for the clinic, the individual may be sent home to change). Disciplinary actions may take place
after the first warning.

The following are some examples of both appropriate and inappropriate attire. When in doubt if
something is appropriate, it is best to contact the Associate Dean of Clinics prior to wearing it.

¢ Regular bathing is imperative to each person’s appearance. Please present to clinic in a
hygienic manner. Anyone found to have any offensive odors may be asked to leave clinic.

e Long hair should be tied back during exams to prevent it falling in his/her face and the face
of his/her patients.

¢ Nail grooming which is profoundly unnatural or inappropriate to a health care environment
is not allowed.

¢ Perfume and after-shave should be used sparingly

e Permanent or semi-permanent tattoos are to be covered and not visible when in the clinic.

e Blouses, shirts, and dresses should not be revealing in any way.

e Do not wear short or extremely tight-fitting skirts or dresses. Any skirt or slits in the skirt
or dress nearing 3+ inches above the middle of the knee is to be avoided.

e Slacks or trousers must be clean, pressed and appropriate for a health care office. The
following are inappropriate: shorts, skorts, stirrup or stretch pants, skinny or tight-fitting
pants.

¢ Clothing, accessories and overall grooming should be conservative. Men are not to wear
earrings while scheduled in the clinic. Earrings placed anywhere other than the ear lobes
are not acceptable.

e Socks for men are to be worn at all times.

e Ties for men are optional while in the clinic

e Hosiery is to be worn with dresses and skirts that are above the knee.

e Footwear should complement his/her professional attire. Inappropriate shoes include
sneakers (unless worn with scrubs), sandals, flip-flops, and slipper type shoes.

e Denim and leather clothing of any kind should be avoided because it is overly casual.

e Scrubs maybe worn by students, staff and faculty.

Note: Please refer to MBKU Employee Handbook for all other policies and procedures

4.2 UNIVERSITY EYE CENTER

4.2.1 The University Eye Center at Ketchum Health

The University Eye Center at Ketchum Health (UECKH) is the clinical training facility of the
Southern California College of Optometry at Marshall B. Ketchum University. The goal of the
center is to provide our patient with the highest quality vision care possible. Our providers are
licensed doctors of optometry as well as student-interns and train with the latest techniques and
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procedures in eye and vision care. The University Eye Center is proactive in providing and
promoting preventive care for all of our patients. The University Eye Center at Ketchum Health
has a number of specialty departments that can help patients from a few months old to 100 years
old. The services offered at UECKH includes Primary Care, Ocular Disease, Low Vision Pediatric
Care, Vision Therapy, Contact lenses, and Optical Services. Specialty Clinical Services offered
are Dry Eye Clinic, Sports Vision and Myopia Control Clinic.

Comprehensive Examination

At The University Eye Center at KH, a comprehensive eye/vision examination takes
approximately 90 minutes. An Intern is under the direct supervision of a licensed Optometrist
during all phases of the exam. The comprehensive examination includes the following: Health
History Review, Occupational or Educational requirements, Medication reconciliation,
Examination of visual system (refraction, eye muscle teaming & focusing), Ocular Health
evaluation (external and internal) this includes dilation to examine the retina, Retinal photography
and peripheral vision testing.

Faculty

The Faculty at The University Eye Center includes some of the world’s top authorities in Family
Practice, Cornea and Contact Lens, Pediatrics, Vision Therapy, Low Vision, Ocular Disease and
Special Testing (Electrophysiology). In addition to providing the highest quality of patient care, In
addition to clinical care, several of our faculty members are actively involved with national
research projects such as PEDIG, CITT, dry eye disease, macular degeneration and myopia
control.

Payment for Services Overview

The University Eye Center accepts payment for services and materials by cash, check (with
current state ID) Mastercard, AMEX, Visa, and Discover Credit cards. UECKH is a paneled
provider for Vision Service Plan (VSP), Medical Eye Services (MES), Medi-Cal, Medicare, and a
number of other vision and medical insurance programs. Please check with claims as this list is
evolving.

Approach to Customer Service

The first steps to great customer service are easy to do, inexpensive, and generate an immediate
positive image of the Clinic.

Step 1 is just simply a smile and a hello when someone walks in the door. Step 2 is just as easy
and effective. Ask how you can help someone.

Following these key steps can translated into a great patient experience. People who have
received good service also tend to become ambassadors for our clinic. When dealing with
complaints, it is an opportunity to show our patient we are dedicated to our services. Six out of
ten individuals would return to a business that handled their complaint satisfactorily. Some



research suggests that if we can remedy the complaint efficiently, the patient may increase the
referrals.

Always remember to ask the patient(s), how was their visit and thank them for making University
Eye Center their eye care provider.
Here are some of the other components of good customer service:

e Respond promptly

e Resolve issues quickly

e Listen

o Keep his/her promises

e Give more than expected

e Help even if it does not have an immediate return for you

e Make sure you and all his/her employees offer this assistance

Clinic Hours

e Monday (8 amto 5 pm)

e Tuesday (8 amto 5 pm)

e Wednesday (8 am to 6 pm)
e Thursday (8 amto 5 pm)

e Friday (8 amto 5 pm)

e Saturday (8 amto 5 pm)

Appointment Book colors

e Blue is for Primary Care.

e Gray is for Pediatrics

e Yellow is Contact Lens

e Pink s for Ocular Disease

e Turquoise is for Low Vision
Purple is for Vision Therapy

4.2.2 Answering Phones Protocol

The purpose of this protocol is to establish a process in handling phone calls and determining the
appropriate department the call must be directed to.

Procedure:

e Answer the call in a professional manner with a friendly tone and be sure to introduce
yourself.

e Try to obtain as much information regarding the patient’s reason for the visit to determine
if you can help them schedule or must direct them to a specific department.



e Confirm contact information is accurate in the chart.
¢ Shoretel phones with Mitel system are used to find extensions and to listen to voicemails.

“Thank you for calling Ketchum Health, this is speaking. How may | help you?

—

/ Patient calls to
Does the

patient

patient wear Is this a medical have a
Contacts or Does the patient wear eye condition? learning
want Contacts? Glasses? (Special testing) disability?

Is the Patient a
new patient or an
existing patient?

Obtain Patient’s
Information
(DOB, Name)

Is this a Patient
<14 years of age

What is a Blind Transfer?
Transferring a call without consulting with the person on the receiving end.

How to use your phone
o To receive calls, you must log infunwrap, depending on the phone.
o Transferring calls
i. Make you are on the line that needs to be transferred (line with lit up green)
ii. Press transfer + the extension and then transfer again.
iii. When done with the day, make sure to log out/wrap up of your phone.
Listening to Voice Mails
a. The phone system we use is Mitel, located on your PC.
b. Double click on the Mitel icon.

All

Rachel{7507)
N MAQ ar
® Rachel Merlos 49 AN
{&| Contacts
Laura Escamilla
@ Recent 7522
y 1+ 12:58 PM Q.
| ‘p Voicemails Voice Message
@ Messages e |:B

Forward Save Delete

=
ooo| E.
goo|  Events

Add Contact to Group [

Workgroups Mark as Unheard
(Wrap Up) Save Voicemail
-~ Edit Vioicemail Subject
(657) 281-8... WG] PRWG x Download Voicemail as WAY Ik

Copy Veicemail ID to Clipboard

Delete Voicemail

00 Mitel




4.2.3 Patient Charting Protocol

o

The ™ bolded names/numbers are the unheard voicemails.
d. Toforward a voicemail to an extension, right click on the voicemail, select Edit Voicemail

Subject from the popup menu and it will make the Forward option viewable.

e. Click on Forward.

f. Search for the person you need and press send.

Fwd: Voice Message

michele

Q
N

i@ Michele Whitecavage ‘h
-

Urgent Private

Receipt

Cancel

g. After you have sent the voicemail to the correct person, you can click on delete.

The purpose of this protocol is to establish a process when creating a patient’s chart.

Procedure:
1. Log into EMR system.
2.
3.
4,
5. Click on New Account.
6.
a. Name
b. DOB
c. Address
d. Phone Number
e. Email Address
f. Sex
g. Guarantor Information
h. SSN (last 4)

Insurance information

Click on Search icon at the top left of the screen.
Enter the patient’s date of birth and click Search to determine if patient has an existing chart.
If no chart found, create a new chart by clicking Add icon at the top left of the screen.

Complete Edit Patient Demographics screen and click Chart.

7. If the patient has signed the Privacy Notice, choose dates it was signed/scanned in.



4.2.4 Scheduling an Appointment

Purpose:

The purpose of this protocol is to establish a process in scheduling appointment(s) in Compulink.

Procedure:

1. Determine if the patient is a New or Established by asking the patient if they are new or

returning.
a. New or Established?
i.If Established, review the chart history to determine if patient has been seen in
a particular department.
ii.If the Patient is New, search to confirm patient does not have a chart. If none, create
a chart.
2. Determine what kind of appointment patient would like to set:
a. Patientis having blurry vision and would like a comprehensive eye exam.
b. Patient is experiencing pain, discomfort, or a problem that they would like the doctor to
focus on.
3. Determine Patient’s appointment preference, such as day and time.
4. Is the Patient interested in Glasses and/or Contacts Lens?
a. If the Patient only wants glasses, schedule the appointment in Primary Care.
b. If the Patients wants both, schedule the appointment in Contact Lens Department
5. Is the appointment emergent or associated with a medical eye condition?
a. Glaucoma
b. Cataracts
c. Problem Focusing
d. Red Eye
e. Foreign Body
6. Ask the patient for their insurance information.
a. If the appointment is just for an annual exam, this would be covered by Vision

Insurances the clinic is contracted with.

b.

If the appointment is Medical, we accept the following PPO Medical Insurances:
i.Blue Cross
ii.BlueShield (PPO)
iv.Cigna (PPO)
v.Medicare (hon HMO)
vi.Health Net
vii.Medi-Cal (straight)
viii.Cal Optima (Direct, Community, Altamed, One Care, Prospect)
ix.Medicare Advantage (Anthem, United Health, Aetna)
x.Altamed
xi.Prospect Medical



Adding a New Appointment

1. You must be on the chart of the patient for whom you are creating the appointment. If they are
new, you must create the chart.

2. Click the Appointment icon at the top of the screen to access the Clinic Schedule.

3. Select the correct Date, Location, and Department.

4. Confirm you are using View setting: Office at a glance to view all rooms available.

QI>=T O [o]m. .

Search Edit Back Mext Refresh Print Wait List

| Date « ||| Thursday 0772221 || | Thursday Normal View
Week at a Glance

~"  Officeat a Glance |
Mu:unthll\gta Glance

| Location v| |H:|-|.ﬁ. - Marshall B, Ketc v| |H:I-|.-5. - Mar

Room P80 - PC Roam, 1180 P81 -PCRu

Department v| |P'C - Primary Care v| |F‘C - Primar

Customize...

5. Double-click on a desired appointment slot. In the primary care department, there are 3 time slot
options for both AM & PM appointments:
a. Annual exams can be placed into the first 2 time slots.
b. The 3" time slot is reserved for DFEs and Follow Ups.
6. Complete the fields as described in Appendix A seen below.
a. Required fields will not allow you to continue to another window until complete:
= Reason (Event type)
= Plan
7. Select a Reason (Type of Appointment) from the dropdown menu.
8. In the Detail section, enter the copay for the exam, medical insurances information and any
important appointment information. (SEE appointment cheat sheet)
9. Add insurances and authorization to the appointment. (See Attaching Insurance Verification
Protocol)
10. Click Save to complete the creation of the appointment.
11. Scan insurance authorizations or eligibility under Scanned Documents (except VSP
Authorizations)

Rescheduling an appointment:
1. Locate the appointment in the schedule.
2. Right click on the appointment.
3. Click on “Cut”.
4. Find the new appointment slot.
5. Right click on the and click “Paste”.



Appendix A

Field

Description

Date and Time

Select the date and time of the appointment or accept the default]
date and time.

Reason

Select an event from the drop-down list. This field is required.

Duration

The duration defaults to the value assigned to the event in
Scheduling Administration. The application automatically|
recalculates the duration time when resources with override
duration times are selected. You can manually override the
duration unless an event chain is selected.

Service Location

If an appointment template with a location has been assigned to
the slot selected, the location defaults from the template.

Comments Enter notes regarding prices quoted to patient and any notes or
appointment description that may be important for the doctor to
know.

Status: You can indicate the patient’s appointment status by changing

their status in the chart. If the patient confirmed, kept, canceled,
or no showed their appointment it can be updated by selecting

from the drop down menu.

Appointment Details

Procedure

Purpose: To make sure, when making an appointment, the correct details are listed in the correct manner.

Procedure:

Collect all information over the phone.
o NO filler addresses.

e Include Address, contact phone number, email address, first & last name and insurance

information.
Attaching Insurances

1. Confirm insurance holder’s first & last name, DOB, insurance name and full member ID.

2. Inthe Insurance box hover overthe 3dots : and select Add.
3. Add/Edit In window will appear:
a. ID: selects the placement of the insurance.

1 Primary
2 Secondary
3 Tertiary

0O  Optical (Vision)

P Pool

4. If no insurance has been added and the patient is underage, you will need to add an Account

Responsible

(Not in use)

a. Open Patient Information window.
b. Complete Account Responsible portion on the bottom right-hand corner.



Account Responsible

Last Mame |Test DOB [01,/01/1930 Sex |F
First |Mom Misc [55M (last 4] Sal
Middle Pt Rel |Mother w | Suffic

Street | 2373 Yorba Linda Bhed

City, 5t Zip |Brea v|lca  |[e2821

E-Mail [Mbku@ketchum.com
Home |{000)000-0000 Work [ ) - Ext.
Cell {(000)000-0000

5. Add appropriate insurance under the correct primary
a. If the primary is the Account Responsible select Account Responsible under INSURED.

This will auto populate the information you have already saved.

Cancel ‘

TION CLAIM
0|1 FRIM&RY Last Sent k
CARRIER
Mamne Evefinity Attn |VSP CLe
Sheet PO BO 335020 Type | Comme
City  Eirmingharn State AL Zip 30238t
INSURED
Last | A iPatient |
B | Account Responsible %
First |l"|:IIJI:IIL‘:I [ M ] Cz

Salute Gender D Suiffix I:l

Seet | 2575 Yorba Linda Blvd |

City |Brea |

[ — T 1 T 1

b. If the primary is neither the patient nor the account responsible, still choose account
responsible and manually override the INSURED information.
c. Complete the following fields:




TION CLAIM TRACER STATUS

o|1 FRIM&RY Last Sent Holdl:l Last Sent Hn\dl:l Last Modified

CARFIER
Mame Evefinty Altn |VSF’ CLAIMS | Faim |V5PC|—A|M V| Azsign Benefits Batch Gow Assign M
Strest PO BOX 385020 Type Emdeon ID:EVED]  MediGep [N MediGapCode | | Py 0]
City Bimingharm Stabe AL | Zp 3520 Phone [ ) - EMC Dest. Cods |VSFCLAIM | pian [vSP v
IMSURED

Last |Test w ‘ I}

First |Pahent‘a | Ml |:| CARD: Front

Salute Gender D Suffix I:I scan ‘

Stioat [2575 Yorba Linda Blud |

City |Brea | Impart (ScanFront)
state [CA] Zip[3282L | Phone|() - | Rotate 90

Birth Rel to Insured

Policy # | | Print

Group ﬂ‘ |

Group Mame | |

Effective from to: l:l CHARIDE Beis

Employer/School | ‘ Scan

Deductible I:I Met I:I
Max -> dllowed l:l Wigits |:| Impart
Bensiit Reset l:l (ScanBack)

Rotate 90

Motes

Print

d. Click Save.
6. Attach Authorization number.
a. Click Add in the Referral Sources window.

¢ Referral Sources

Start End O

4

Max Visits Fax

b. Selectinsurance type from the Business drop down menu.
c. Select Insurance Correspondence from Type drop down menu
d. Non VSP Authorization, complete the following fields:



[) Editing Referral History/Eligibility

Cancel
Referral
Business ||
Name: [) Select
Addr: Business
Proceduresl: Ins Auth
Ins Auth

Referral...

- CalQptima

JUL

['] Select Type.

Description

Referral for Services

7] Tvee

Phone: { ) -
Fanc:

™"

R
P
o]
E
A
B
W

Mew Patient Referral
Intra-Office Referral
Employee Referral

Attorney Correspondence
School Correspondence
Social Worker Corresponden

e V]

Diagnoses Ins Auth - Health Care LA, IPA Comm. i Medical Correspondence = ~ |
nefused Ins Auth - March Vision | Insurance Correspondence v|
Ins Auth - MES G General Correspondence
Web Site: Ins Auth - Point Comforts Accept Medicare: Accept Medicare Advantage: Appt
Cataract Co-Manage: Ret Ins Auth - VA VF: QOCT: Topographer: QPTOS: PentaCam:
Ins Auth - Workers Compensation
Eligibility /Authorization VSP Eligibility
Aumorization| | Benefit | > Usage Type Max Usage l:l Expire l:l Usage Incurred EI
Motes |
i.e. 99203 Only, S0 MES

e. VSP Authorization, complete the following fields and click on Get Eligibility:

[) Editing Referral History/Eligibility — O X
° [-] Select Type.. 0
Cancel Code Description Save
Referral iR Referral for Services
" — P Mew Patient Referral
Business || VSP Eligibility Type - e
o] Intra-Office Referral |E|
Name: Phone: () - E Employee Referral
Addr: Fax: A Attorney Correspondence
Procedures| | 5 School Correspondence
bi | | c w Social Worker Corresponden |
18gnoses oMM g Medical Correspondence e
Refused | | | Insurance Correspondence V|
G General Correspondence
Web Site: Accept Medicare: v Accept Medicare Advantage: Y Appt l:l I:I
Cataract Co-Manage: N Return Days: 1 YAG Co-Manage: N WF: N QCT: N Topographer: N OPTOS: N PentaCam: N
Eligibility fAuthorization
Get Eligbiity || [Get Authorization| [Reset Benefit Aumorizaﬁonp"—'m Populates | Plan ID| | Usage |“'i5“E V| Max l:l Exp. IncurredEI
Split | ~ | Back Date |_.f_.f_| View EliafAuth Coverage Dependents Service Rot Packina Slio Claim Status

Comments:

1. When adding the details to the appointment, make sure you have verified all insurances before
adding them. (i.e. vision & medical)

2. If the patient is coming in for a vision exam, you would put the copay first and then the name of
the vision insurance. If the patient did not give you their medical insurance over the phone, make
sure to add a note to SCAN CARDS ahead of all other notes so Patient Relations can catch it.

3. Ifthe patient is coming in for a Medical Visit; once verified, you would put the copay first, followed
by medical insurance name and notate ifit's a PPO. Ifit is an insurance that we are not contracted
with, you would quote the patient according to what type of appointment it may be. (i.e.: $35
Anthem PPO)

4. Include initials and date of insurance verification.

5. If the patient has no insurance, make sure the patient is quoted the correct amount and add a
notation. (i.e.: Q: $159 Verify No insurance.)

6. Any other insurance the doctor may need to know should be started with “//". (i.e. // Glaucoma

work-up, // Patient feeling pain in right eye, // Office visit + OCT)




Below is an example of how the Comment section should look when scheduling an appointment.

Mame |Test, Patientd Reason |Problem Focused 3 w | Duration |60 -~

Comments | RMO7/29 5530 BC Copay. Scan Cards. Packet. // Pt has a red eye. Started yesterday and
felt better after using drops but redness came back, Mot currently feeling pain.

4.2.5 Patient Check-In Protocol

The purpose of this protocol is to establish an efficient check-in process.
Procedure:

At Triage: Greet patient and verify they are checking in for an appointment.

At Triage: Take temperature and complete covid screening.

At Triage: Mark patient as Arrived in compulink

At Triage: Direct patient to front Desk to check-in.

Greet patient

Request ID and insurance cards. Scan into chart.

Direct patient to scan QR code for online form or hand patient printed forms if requested.

Review and resolve issues noted on appointment comments (i.e. verify insurance at check

in, collect balance at check-in, Must sign ABN)

9. Direct patient to have a seat while they complete forms.

10. Once forms are received, mark patient Ready for Pick-up to alert intern and doctor that
patient is ready to be seen.

11. Enter all data as promptly as possible so that any prescriptions or exams reports printed in
the back by the doctor has accurate patient information.

12. Scan all forms and shred.

13. Make sure to keep communication with patients and doctors if wait time is exceeding 5
minutes.

14. Patients should not be waiting more than 15 minutes. Alert Supervisor if patient is waiting

too long.

ONOOUAWODNE

4.2.6 Verifying Insurance Protocol

The purpose of this protocol is to establish a process in verifying and attaching insurances to
appointments. Attaching insurance, allows the patient's exam and/or materials to be covered by their
benefits.

Procedures:
Review:
1. Vison Plans Ketchum Health accepts:

a. Eye-Med
b. Eye-Med (through Humana, Aetna, Anthem BCBS, Anthem BC)



Envolve (through Healthnet/Medi-Cal)
Humana Comp Benefits
March Vision
Medical Eye Service (MES)
Medi-Cal
Medicare Advantage Plans (PPO) — If they have vision benefits
MetLife though VSP
Premier
Spectera
Vision Service Plan (VSP)
. Cal-Optima Direct (if no separate vision plan)
Cal-Optima Community (if no separate vision plan)

S3I T FT T STQ ™0 Q0

2. Medical Plans Ketchum Health accepts:

0. Accepted
i. Anthem Blue Cross PPO.

ii. Cigna PPO
iii. Blue Shield PPO
iv. Medi-Care (non HMO)
v. Medi-Care Advantage PPO (BC, Aetna, United Health Care)
vi. Cal Optima
o Direct
e Community (Only Established patients)

p. By Referral/Pre-authorization only
i. HealthNet (HMO included)
ii. Cal Optima
o Community (If new patient: needs referral/pre-auth)
e Prospect
o Altamed
iii. Prospect Medical Group
iv. Triwest VA
v. AltaMed
vi. Southern California United Food & Commercial Workers Union
vii. QTC Medical Services
viii. Crittenton Point Comforts

Pulling Authorizations/Checking Eligibility

Each insurance requires different fields to be filled in when searching for eligibility.
You may need the following from the Primary on the insurance.

e Last name, First name
e DOB



¢ Member ID number
e Last four digits of SSN

Eye-Med
Requires:
a. Last Name, First Name
b. DOB
c. Date of Service
d. Member ID

e. Staffing Doctor

Note: With Eye-Med, Date of Service is date patient has appointment, NOT the day you’re verifying
insurance.

J Name Search Member ID Search

Member's Last Name: [Last |*
Member's First Name: [First | *
Date of Birth- [01/02/1990 *
Date of Service: [12/16/2017 x|*
* Required Fieids

_ Search

Eye-Med plans will not give authorization codes, like the example below:

| Sevice | Memberis Eligible? | Member Eligible As OF |
] Exam Yes 120172015

O Lenses Yes 12/01/2015

] Frames Yes 12/01/2015

O Contact Lenses Yes 12/01/2015

] Contact Lens Fit & Follow-up Yes 1210172015

In this case, verify that member is eligible for services and print out the eligibility with member benefits.
Attach insurance and authorization number when available.

Eye-Med (Aetna)

Provider Tools

Members

3 Member Search
Aetna Subscribers
Groups




Envolve (through Healthnet/Medi-Cal)

Requires:
e Member ID
e Date of Service
e Physician

Once logged in:

Under Patients, choose View Member Benefits

Providers

Patients «

View Member Benefits

Fill in required fields:

Enter Provider Information

Physidan Nakano, Mark,1821072133
Health Plan Health Net Cal Medi-Cal HNCA
Date of Service 12/16/2017

Enter Patient Information

Member ID [55533344A\ x l

Envolve Vision does not give an Authorization number, only allows you to verify eligibility. Verify patient
is eligible for services, print eligibility, attach insurance, and scan.

March Vision
Requires:

e Member ID
e Last Name, First Name
e DOB



Find a Member °

ID

Last Name First Name Middle Initial

Birth Date

This insurance does give an authorization.

Review insurance for eligible benefits and pull authorization. Attach insurance and Authorization.
Medical Eye Service (MES)

Requires:

o Member ID (Also happens to be Primary’s full SSN)
Or

e Last Name, First Name
e DOB

Note: All information needed is for Primary on the insurance.

simply click on one of the corresponding buttons below:

“Werify your patient’s eligibility

EnterfSubmit a claim

Subscriber 1D:

SEARCH BY ID NUMBER

Subscriber Name:
Last: First:

and Subscriber Birthdate:
(01 ™|/ [01 v]/[1955 V|

SEARCH BY SUBSCRIBER MAME




Always try both methods. If Member ID does not work, try searching by name and DOB. Sometimes ID
numbers change or patients give shortened names instead of legal names. (i.e. Mike for Michael)

This insurance does provide authorization number. Verify eligibility of service needed for specific patient.
Pull authorization, attach insurance and authorization to appointment, and scan.

Medi-Cal
Requires:

e Full Member ID (There should be 5 digits after the letter)
e DOB

¢ Issue Date (Found on Medi-Cal Card)

e Service Date (Today’s date)

Note: When scheduling, let the patient know they need to bring their Medi-Cal ID or letter from Medi-Cal
that shows card information with correct Issue Date. This is required to bill, if they do not have it they will
have to reschedule for a different date when they are able to provide their card.

Once logged in:

Click on Single Subscriber ~ Transaction Services

You are logged in as: 1720101876

=l Claims | eTAR | Prgms

-#{ Single Subscriber |

<% Multiple Subscribers

<% Lab Services Reservation System (LSRS)
<% S0C (Spend Down) Transactions

Fill required fields.
Eligibility Verification

You are logged in as: 1720101876

Swipe Card: |

" Subscriber ID: |

" Subscriber Birth Date:
" lssue Date:

" Senvice Date:

" Indicates Required Field

SUBMIT || CLEAR




Medi-Cal does not give authorizations. Verify patient is eligible for benefits.

e Patients are covered for Exam and Glasses for every 2 years.

e If it has been more than a year but less than two years, they can be eligible for
interim benefits. (SEE interim benefits protocol)
Attach insurance and scan.

Medicare Advantage Plans (PPO) — If they have vision benefits

*Medicare Member ID is a 9 digit number including numbers and letters.

Requires:
e Member ID (HICN)
e Last Name
e First Name

Or

e Member ID (HICN)
e Last Name
e DOB

* HICN: [ ]

* Last Name:

= Provide at least one of the following:

First Name:

Date of Birth:

In Optional Details change date of service range:

Optional Details
The allowable date span is up to 12 months in the past and up to four months in the future, based on today's date.
Select one of the default date options below:

Date of service 12/16/2016 through 04/16/2018
Date of service 12/16/2017

Provide date of service below <«—— Choose this bubble

From Date: | 12/16/2017 Tobate: | 12/31/2017  |[E

*Today’s Date to Last Day of the Month



1. We pull for the rest of the month in case they come back for a follow
2. We re-verify if their follow up is scheduled for the next month.

a.

Medi-Care does not give authorizations. Verify Eligibility, attach insurance, and scan.

3. When pulling insurance, you are verifying that the insurance is active, not an HMO and whether
Medicare is the primary payer or a secondary payer.

4. For an eye exam, if Medicare is the primary payer, (with a medical diagnosis) Medicare will cover
80% of the services. The secondary insurance will cover the rest leaving the patient balance with

a $20 fee.

o The refraction is NOT covered by Medicare & secondary payer.

o Usually a curtesy senior discount, (20% off) is applied leaving the patient balance of $16.
Spectera

e Requires:

e Date of Service

e Subscriber ID
Or Verify Member Eligibility / Start Order

e [ast Name Location

e DOB [ UNIVERSITY EYE CENTER AT KETCHUM HEALTH (ANAHEIM, C... ~ ]
Or Provider

° Last 4 of SSN | MARK SAWAMURA v |

e DOB Date of Service

Fill in Required Fields:

| J
® Subscriber ID
[ ]

(O Last name and date of birth

O Last four(4) digits of SSN and date of birth

[Reset | Seareh’

Spectera does not give authorizations. Insurance is verified and attached when scheduling appointment
and must be re-verified day of to make sure benefits have not been used since appointment was

scheduled.

¢ Have patient sign print-out of insurance eligibility when checking in. Scan signed
eligibility.

e Let the patient know the reason for their signature:

“Your signature allows us to bill this insurance. States that you have not used it elsewhere and if used
elsewhere, you are responsible for any balances your insurance did not cover.”



Vision Service Plan (VSP)

e Requires:
e Last Name, First Name
e Last4 of SSN

Or

e Member ID Number

Click on elnsurance tab
Check Eligibility

Look Up Method: Member
Member search will come up

W R

HOME emsuancE eLAB | eBUY [eLEARN | ewEB | EHR soiutions [EEEIs

Welcome UNIVERSITY EYE CENTER AT FULLERTON

Click Member Search

Check Eligibility
Select Lookup Method
® pMember () Gift Certificate

Member Search
Enter required fields:
Member Search
First Name:| | Last Mame: | |

Member ID: Last 4 SSN |:| or Full 1D Only |:| A5 of Date (120162017 | mmviddiyyy

Search Valid Search Combinations

Name and last 4 of SSN is usually enough information.
e Entering DOB will get you a more detailed search.
Some VSP plans are only searchable by a unique Member ID Number.

o If patient does not know their Member ID Number:



o Patient can call employer or insurance to find out.

o You can call VSP to verify eligibility and request Authorization over the
phone.

VSP Medicaid plans are only searchable through their Medi-Cal number.
e Only up to the letter, last 5 digits are not entered.
(i.e. 12345678A99999)
1. Verify patient’s eligibility and pull benefits.
2. Select all that apply, or you can also choose to pull All Services.

3. Click Authorize Benefits

VSP Choice Plan hide
Benefiti—yﬁe- Contact Contact
All Services Exam Lens Frame Lens Exam L

Services ens
Availability Yes Yes Yes Yes es
Authorize
thonze M O O O O O
Authorize Benefits ||ﬁ:|r WaP Choice Plan Select zervices fo be inciuded in the authonzation

e VSP does give Authorizations and has many Benefit types. When attaching insurance
make sure you are attaching the correct type of VSP.

V'SP Choice Plan, as shown above.
You are also able to search Benefit type on Authorization:

I Benefit V5P Choice Plan® [lient Name ZIPPO MANUFACTURING CO.
& Choce Lab Use Must use plan designafed confract isbaratory.

Low Vision Criena Apples see V5P Manual

Retinal Screening Charge the lzzser of 539.00 or UEC
JILAN DETAILS
Co-payments Exam $10.00 Matenal $25.00

Attach insurance and Authorization. Scan.
Vision Insurances

VSP

Spectera

Eyemed

MES

March

Medical (Not HMO)

~0o0 o



Medicare (Not HMO)
Med-cal

Caloptima

Anthem BC

Cigna

I.  Blue Shield

o EaQ

Note: Certain insurances require extra steps even though we are providers (I.E Referrals)

4.2.7 Ketchum Health Forms Protocol

The purpose of this protocol is to establish a process in preparing the next day appointments and
attaching the necessary forms.

Procedures:

1. Once insurance for next day are verified print routing slips for all departments.

Determine if additional forms need to be completed by reviewing coments.

3. Attach forms needed to the routing slip. (i.e. ABN Form, Possible Interim Benefits, Sliding Fee
Scale application.

N

Verifying MEDICARE

Purpose: The purpose of this protocol is to establish a process in verifying and attaching Medicare to
appointments. Attaching insurance, allows the patient's exam and/or materials to be covered by their
benefits.
Medi-Care PPO
When verifying Medi-Care you are looking for:

e |s it active? Eligibility date to Term date.

e Isitan HMO? (not contracted w/ HMO plans)

e Looking for an MSP (Medi-Care Secondary Payer)

- You want to make sure Medicare is the primary payer.

IMPORTANT: Only if there is a medical diagnosis, Medi-care will cover 80% of the eye exam services.
With a secondary payer, it will cover the 20% that is left. Medicare & the secondary does not cover a
refraction leaving the patient with a balance.
IMPORTANT: The only time Medi-Care will cover an annual exam is if the secondary payer is straight
Medi-cal. (ie: Medi/Medi)
***The picture below represents an active Medi-Care Plan we take. The areas highlighted are what we
are looking for when verifying.



/ Noridian Medicare Portal
# Home @ Contact Us @ Help

Elgiblity Benefits Ingquiry MBI Lookup Inquiry

Eligibility Benefits Response

Beneficiary:
Gender: M
DOB: |
Date of Death:
Medicare Number:

Transaction ID: 234522745
Provider/Supplier: MARSHALL KETCHUM UNIVERSITY

NPIL: 1720101876

PTAN: WY1110A

TIN or SSN: 551644593

From Date of Service: 03/20/2020
To Date of Service: 03/31/2020

Related Inquiries
View Caim Status

View ANl Eligibility HMO/MCO MsP HHEH Hospice Hospital/SNF ESRD Preventive MOPP

Eligibility

Part A - Beneficiary Details
Effective Date: 03/01/2008
Termination Date:

Part B - Beneficiary Detalls
Effective Date: 03/01/2008
Termination Date:

b’ZO.QC?O Eligibikty or MBI Lookup - Noridian Medicare Portal
Enroll and Di 1 Date: 01/01/2020
Part D enroliment prescription drug coverage: 07
PBP Plan Number: 201
PBP Plan Name: WellCare Wellness Rx
Contract Address:

Managed Care Organization Benefit Information
Eligibility information for this category is not on file on the date for this inquiry.

MSP

Medicare Secondary Payer Benefit Information
Eligibility information for this category is not on file on the date for this inquiry,

Medi-Cal (secondary payer)
When verifying Medical you are looking for:
¢ Name matches the full member ID given (must have 5 #'s after the letter)
o Medi-Care Number is present under Medi-Care ID (circled in red)
¢ In Eligibility Message, you are looking for “Must be billed to Medicare before billing Medi-Cal.”



Pictured below is an example of a medical supplement to Medi-Care. The highlighted areas are what we
are looking for as a supplement.

Name:
M N
Subscriber |0:
L .
Service Date: Subscriber Birth Date: Issue Date:
¥4z & 19 032412020

Primary Aid Code: 5 First Special Aid Code:
Second Special Aid Code; Third Special Aid Code:
Subscriber County: Medicare |D;

30 - Orange I:l
Primary Care Physician Phone#: Service Type:

14 R
Trace Number (Eligibilty Verification Confirmation (EVC) Number):

9 G

Eligibity Message:
SUBSCRIBER LAST NAME: MURGA . EVC # 91711HOVGG. CNTY CODE: 30. PRMY AID CODE: 60. MEDI-CAL ELIGIBLE W/ NO SOC/SPEND DOWN. HEALTH PLAN MEMBER: CALOPTIMA: MEDICAL CALL
{800}463-0935. HCP: CALOPTIMA DIRECT ADMINISTRATIVE CALL: (8885877277, PCP: CALL: (T14)245-8500. PART A, B AND D MEDICARE COV WMEDICARE 1D #1EJ5GEBGHTZ . MEDICARE PART AAND B
COVERED SVCS MUST BE BILLED TO MEDICARE BEFORE BILLING MEDI.CAL.MEDICARE PART D COVERED DRUGS MUST BE BILLED TO THE PART D CARRIER BEFORE BILLING MEDI.CAL. CARRIER
NAME: SILVERSCRIPT INSURANCE CO. COV: R.

Aetna Medicare Adv
Steps on how to verify Medicare Advantage w/ Aetna:
1. Sign into Navanet with the username and password given to you by your supervisor.
2. Hoover your cursor over Workflow.
3. Hoover over My Health Plan.
4

Under my health plan you will then click on Aetna Health Plan.
C;\Nantl {ealth’ | NaviNet” Home | Help | Contact Support Feedback

L L BT @ > | My Health Plans | Want AllPayer Access?

Drug Authorizations Aetna Health Plan Alameda Alliance for Health Inland Empire Health
. .. Allina Health Astna Aetna Better Health (CA) Kaiser Permanente of Northern CA
Patient Clinical Documents
Banner Aetna Anthem Blue Cross of California (Wellpoint) Kaiser Permanente of Southern CA
Practice Documents . . ' ) ) .
Cigna Blue Shield of California Molina Healthcare of California
Prescription Savings Innovation Health CalOptima PacifiCare of California (HMQ)
Medicare Capital BlueCross Partnership Health Plan of California
Sutter Health Aetna Carelst Health Plan California San Joaquin Health Plan
Texas Health Astna CalOptima Direct Santa Clara Family Health Plan
Centene - California Health and Wellness Senior Care Action Network (SCAN) HMO

CalViva Health
California Medicaid (Medi-Cal) - FQHC

" HealthNet National
My Links # Edit
HealthNet of California

"M Linke' allaure van #a 2AAd L =l =

5. Workflows for this plan will come up.
6. Click on Eligibility and then click on “Eligibility & Benefit Inquiry.”

Aetna Health Plan

Workflows for this Plan

NPI Resources Important Announcements
Support Center

Eligibility

Payment Estimator @
Claims

Claim EOB Tool

Eligibility and Benefits Inquiry " moving our provider portal on April 30!

» OneHealthPort users: We've moved to a new provider portal!

» What You Need to Know About the Coronavirus (COVID-19) for Aetna Members
Account Management Tools

G » Issue retrievi ion of Benefits (EOB) - 3/10/20

Precertifications

DocFind® Referral Directory » RESOLVED: Intermittent issues with our Eligibility and its Inquiry tr ion - limited to certain members
Code Inquiries

Communications 4

Email Options

7. Eligibility and Benefits Patient search will pop up



Enter in all that is required:
Full Member ID

Last name/ First Name
DOB

Click on search on the right bottom hand corner.

Eligibility and Benefits: Patient Search

Servicing Provider or Facility

E‘J Type Name or ID to find provider ...

Member ID

Last Name First Name

Date of Birth
mm/dd/yyyy

Service Date

03/21/2020 =]

Z Reset Search Fields

10. The patient’s health benefit coverage will open
Check to make sure the plan is a PPO (located on the top right corner)
Check to make sure there is not a remaining deductible.

o

© Active s of cy/o1/2020

SELECTED PROVIDER OR FACTLITY

Health Benefit Plan Coverage
Service Date

Eligibility Begin Date:

In-Network

Deductible:

Family

$0 Remaining

Family

Indwidual

$0 Remaining
Indrvidual

UHC Medicare Adv

Steps on how to verify Medicare United Health.
1.

$350 per Calendar Year

$350 per Calendar Year

*
Out-of-Network

$350 per Calendar Year

Family

$0 Remaining

Fomily

$350 per Calendar Year

Individust

$0 Remaining

Individust

Care Advantage:

Login into Optum for UNC Advantage with the member ID & password given to you by your

supervisor.

Once logged in, the eligibility link will pop up. Enter everything that applies.

Member Id (usually UHC member ID)

DOB

Today’s date to the last day of the month



w

ke eligibilityLink

*Confirm Payer Mame (Insurance Company)/Payer ID €@

UnitedH=althcare - 87726 A

*Member ID *Date of Birth

FARAD DAY

First Date of Service Last Date of Service

MARDDA Y PARAD DAY Y

Leaving the date blank defaults to today's date & returns current, past or
future policies; or enfer date range up fo & pears in the past ar 1.2 months

2 _x
in the ruture.

hMore Search Options Search

Click Search
Policy Status will come up. The highlighted portion is what you are looking for when verifying.

Effective date to Term
Member ID

Insurance Type (PPO)
[~

POLICY STATUS ACTIVE POLICY
EFFECTIVE - TERM DATES @
01/01/2020 -

SELECTED INSURANCE DETAILS

MEMEBER ID GROUP NUMBER PAYER PAYER ID
961403167 13520 UNITEDHEALTHCARE 87726
PLAN DESCRIPTION PAYER STATUS INSURANCE TYPE FUNDING TYPE

LPPO-UNITEDHEALTHCARE GROUP MEDICARE Primary Preferred Provider Qrganization (PPO) Fully Insured
ADVANTAGE (PP

COORDINATION OF BENEFITS CONSUMER DRIVEN HEALTH PLAN Hsa @ HrRa @
Not Applicable NO NO

CLAIMS ADDRESS

UNITEDHEALTHCAREP.O. BOX 31362
SALT LAKE CITY, UT 84131-0362

SERVICE COORDINATOR INFORMATION
NAME PHONE EMAIL
To be assigned Please call 877-842-3210

From this screen, you want to scroll down till you get to Most Popular Services, underneath the
copay tab.

If the patient is being seen for a medical visit, you need to check the SPECIALST VISIT.

If the patient is being seen for an Annual Exam, you need to go to ADD SERVICE.

This is where you will ADD the vision service to the plan. (You will always manually add the
vision service.)



COPAY / COINSURANCE THERAPY COVERAGE VENDOR COVERAGE

ENEFIT INFO FOR Qualified Medicare Beneficiary (QMB) are not

pecialty (OPHTHAL} your network status for Individual responsible for Medicare cost sharing under (M5

regulations. Participating care providers cannot balance
bill dual eligible members, including QMB, if Medicaid is
Out-of-Netwerk ~ el g

responsible for covering cost-sharing amounts.

Looking for a Service that isn't listed in the table?
e s - : ) | + ADD A SERVICE
Click the button to select additional services beyond what is displayed in the table below.

Li ] i ]
Most Popular Services
Chiropractic $0.00/ visit 0% = -f- Active
Emergency Services $0.00/ visit 0% / Active
Hospital In-Patient $0.00 / visit 0% - -f- Active
~ Hospital Out-Patient View Details View Details - -f- Active
Physician Visit $0.00 / visit 0% - /- Active
Urgent Care $0.00 / visit 0% - -f- Active
8. Once you click on ADD SERVICE, it will take you to SERACH FOR OTHER SERVICES.
L arcH FOR OTHER sERVICES & X
Audiology Exam In-Vitro Fertilization Pulmonary Rehabilitation
Behavioral Health MRI/CAT Scan Radiation Therapy
Cardiac > Medical Care Rehabilitation
Cardiac Rehabilitation Medically Related Transportation Rehabilitation - Inpatient
Chemotherapy Neurology Routine Physical
Cognitive Therapy Occupational Therapy Speech Therapy
Dental Care Orthopedic Surgical Assistance
Diagnostic Lab Pediatric Transplants
Diagnostic X-Ray Pharmacy Virtual Visits
Durable Medical Equipment Physical Medicine B Vision (Optometry)

9. Look for VISION and click the box to select it. (demonstrated in the above picture)

10. Click APPLY.

11. It will then take you to the COPAY Page.

12. Make sure in additional services, vision was added.

13. This is where it will tell us what the copay for the exam will be and if there is a deductible.




+ ADD A SERVICE

Additional Services

v Vision Optometry 7 ADDE $0.00 / visit 09
14. Make sure you print this page out, update and scan into the patient’s chart.

4.2.8 Professional Courtesy Policy & Fee Adjustments Protocols (Patients)

The purpose of this policy is to provide guidelines for extending professional courtesy discounted or free-
of-cost services to Ketchum Health physicians, employees, students, and their immediate family.

Scope
All MBKU clinics and affiliated facilities, including satellite health care centers.

Definitions

“Professional Courtesy Discount” is a discount extended to physicians, MBKU employees, students,
interns, and their immediate family members (other than those who are Federal Health Care Program
beneficiaries) *

“Immediate Family” is defined to include spouse, registered domestic partner and children (no age limit).

Policy
Ketchum Health may extend a professional courtesy discount (up to the total customary fee charged by
the facility to regular patients), if the following conditions are met:

1. Ketchum Health adopts this professional courtesy policy which is approved by the Associate Dean
of Clinics.

2. The discounts are consistently offered and applied to all individuals listed in the discount
schedule, and in a manner that does not take into account directly or indirectly any group
member’s ability to refer to, or otherwise generate Federal health care program business for the
physician directly or Ketchum Health.

3. The health care items and services provided are of a type routinely provided by the facility.



4.

The discount recipient (or immediate family member) is not a Federal Health Care Program
beneficiary (e.g., Medicare, Medicaid, Tricare, Champus), or has a PPO insurance coverage for
which a co-pay must be charged, unless KH makes a good faith determination of financial need.

The discount does not violate the federal anti-kickback statute or any federal or state law or
regulation governing billing or claims submission.

Professional courtesy discounts and fee waivers can be extended to individuals outside the group
listed on a case-by-case basis. Ketchum Health does not engage in routine discount practices, or
waive co-payments as a general procedure in its business operations. Before granting the
discount or waiving the fee, Ketchum Health reviews the request to determine the insurance
status and financial need of the individual requesting it*.

*C.F.R. 42 U.S.C. 1320a-7a.

PROCEDURES

1.

Ketchum Health offers professional courtesy discounts on a voluntary basis, and it is not obligated
to extend such discounts. Ketchum Health may discontinue this program at any time and without
previous notice.

Professional courtesy discounts go into effect on the first day of hire. Medical care necessary due
to workplace accident, injury, or exposure will be directed to MBKU’s Worker's Compensation
provider.

Routine services does not include vaccinations, ancillary laboratory tests or radiologic services,
or costs incurred due to outside referral care.

Note: Please be advised that you may be financially liable if we provide services outside of your
insurance coverage.

General medical examinations will not be rendered to enrolled students in the Physician Assistant
program. Optometric examinations will be provided to the general student population, regardless
of the program in which they are enrolled.

Ketchum Health has a policy regarding the collection, access, use, release, and disposal of
Protected Health Information (PHI). Given the sensitivity of many medical conditions and the
information collected related to such conditions, it is up to the individual to determine whether or
not to be seen onsite. Ketchum Health will exercise due diligence protecting the confidentiality,
integrity and availability of PHI.

Discount Programs of Ketchum Health.
There are multitudes of discounts that patients can qualify for at Ketchum Health and they are:

Insurance Discount Codes

VSP
o VSP patient = 30% off the 2nd pair. (Same Day purchases)
o VSP 20 percent discount



o VSP 30 percent discount- same day
o VSP CL 15 percent discount
Eyemed
o EyeMed 20 Percent Discount
o EyeMed 30 Percent Discount
o EyeMed 40 Percent Discount
o EyeMed CL 10 Percent Discount
o EyeMed CL 15 Percent Material Discount
o EyeMed CL 15 Percent Services Discount
Spectera
o Spectera 20 percent discount
o Spectera 30 percent discount
o Spectera discount
Medicare

@)

20% off all services that are not being billed to Medicare.

Cash Payment Discounts

o
O
O

Patient who purchases premium products will get 25% discount. (Optical)
When you purchase a 2" pair = 20 % off on Same Day materials (Optical)
Senior Discount (> 62 years)

a. 20% off all serves.
Latino Health Access (LHA) patients

a. 50% off medical visits, does not include comprehensive exams.

CL second pair glasses 20 % discounts
When the patient purchases contact lenses they get 20 % off glasses or Sunglasses (Plano)
College discount

a. 20 % off on materials (excluding Contact Lens Materials) and 50% off on services

Professional Courtesy

O
O
O

2nd Year Waiver Free FP Exam
Military Discount 20 % on Services and Materials (Except Contacts)
My Life collection Package 15%

Kinsbursky Employees

O
O
O

Kinsbursky Employee 30% Discount
Kinsbursky Employee Discount
Kinsbursky Family 30% Discount

Employee and Student Discount

O O O O

Fee waiver Cat 1
Fee waiver Cat 2
Fee waiver Cat 3
Fee waiver Cat 4



o Fee waiver Cat5
Sliding Fee Scale, Grant, and Voucher Application Protocol
To establish an efficient process to qualify a patient for the Sliding Fee Scale program.

Based on income information presented by a patient. This will determine the amount of discount the
patient may receive.

Procedures:
1. Patient completes Sliding Fee application.
a. Patient's name must be noted
Date of birth of patient
Enter Gross Wages
Enter Total house hold income
Enter number of house hold legal depends
f. Signature
2. Supervisor will review data against the “Sliding Fee Scale Income Guidelines.”
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3. Gross Income and the number of legal dependents will determine the amount of discount.
4. Levels of Discount

a. 25%

b. 50%

c. Grant 25%
d. Grant 50%
e. VSP Voucher
5. Upon approval, Supervisor signs application.
6. Enter an alert in the chart:
a. Level of discount that the patient has been awarded.
b. Amount of time that the SFS/Grant/Voucher will be good for.
c. Expiration date on Alert
Note: The Sliding Fee Scale (SFS) only applies to services. Materials are purchased at retail cost.
7. At the time of checkout if SFS, adjust amount with SFS Adjustment or if Grant, update the
guarantor to Patient Grant Funds

PATIENT CANCELLATION & NO SHOW POLICY

To recover loss of revenue due to a patient not notifying the Eye Care Center of an appointment
cancellation 24 hours in advance.

Procedure

The Patient Relations supervisor will generate a monthly cancellation/no show report and will forward it
to the Director of Clinic Operations who will conduct the following:
1. Review the report to determine the number of occurrences.
2. Any patient who has missed two or more appointments within a two (2) month period without 24
hour advance notice, will be mailed a letter with the notification that any further occurrence will
result in a regular office visit fee ($50) being charged.



3. If the patient exhibits the same behavior after the initial letter, the Claims department will be
directed to generate a bill/statement with the following code: “Patient Cancelled Fee”, SIM “CC04”.
A certified return receipt letter will be generated and mailed by the Director of Clinic Operations
to the patient with the explanation of the office visit fee, accompanied by the bill/ statement. The
letter will also inform the patient that he/she will be unable to make future appointments until the
fee is paid. The Patient Relations supervisor will place a “no appointments until bill is paid” alert
in the patient’s file in Compulink.

4. After payment is received, the alert will be removed and the patient will be able to make
appointments.

CareCredit

To describe the process by which the Eye Care Center will perform a CareCredit transaction.

Definition:

CareCredit is a healthcare credit card offering a personal line of credit that can be used as a payment
option for healthcare treatments and procedures not covered by insurance. Approval is based on the
patient’s credit history and is solely determined by CareCredit.

Patients participating in the CareCredit program with the UEC will have a no interest payment plan
provided their balance is paid in full within (as listed in Step 10) of purchase. CareCredit will charge
interest to the patient’s account if the remaining balance is not paid within the period, other charges may

apply.
PROCEDURE:

1. Sign into Carecredit.com with the ID and Password that was provided to you by the Patient
Relations Supervisor.
2. Collect CareCredit card and two forms of ID from patient
a. State Issued ID or Driver’s License
b. Debit Card/Credit Card/Other form of ID
(Note: Forms of ID must have full name and an expiration date)
c. The card member must be present at the time of purchase.
3. Clicking New Transaction will take you to the Process Transaction page

_/-CareCredl__t ProvIDER CENTER Transactions Reports Support ROSAH.

Making cam possibla. . todk

Dashboard

4. In Transaction Type drop down menu choose “Purchase.”



Process Transaction

TRANSACTION TYPE

Refund Authorization Forced Purchase
Only

ACCOUNT NUMBER

Swipe or enter card number Q LOOK UP ACCOUNT

For Account Number enter 16-digit CareCredit card number
Card Present: select Yes
Click Continue
Enter transaction amount
In Program drop down menu select:
d. 6 Months for purchase over $200
e. 8 Months for purchases over $400
f. 12 Months for purchases over $600
10. Click Submit
11. If approved, Click Print Receipt and two receipts will be automatically printed
12. On the merchant copy, make sure you:
a. Notate DL # & expiration date for both forms of ID
b. Must sign off to confirm transaction
13. At the end of your shift, you must print “Credit Card Transaction” report.
g. Click on Reports, which is located on the top right corner.
h. Recent Transactions.
14. Report and Merchant copies are submitted with your closing Batch documents to claims.

© N O;

Note: If the charge is declined, inform the patient to contact CareCredit directly at 866-893-7864
Refund
15. You must complete a “Refund Authorization Form” before refund can proceed.
16. Director of Clinical Operations must sign form.
a. Must present documentation as to why the refund is being requested.



17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

28.

29.

30.

31.

Once you have the form signed, then log into the CareCredit web site.
Click on “Transact”
Click on “Process Transaction”
In Transaction Type drop down menu choose Refund.
For Account Number enter 16-digit CareCredit card number
Card Present: select Yes
Click Continue
Enter transaction amount
Click Submit
If approved, Click Print Receipt and two receipts will be automatically printed
On the merchant copy, make sure you:
a. Notate DL # & expiration date for both forms of ID
b. Must sign off to confirm transaction
At the end of your shift, you must print “Credit Card Transaction” report.
a. Click on Reports, which is located on the top right corner.
b. Click on Recent Transactions, click Print.
Report and Merchant copies are submitted with your closing Batch documents to claims.
Email claims of the Refund completed through CareCredit so that they may apply refund in
system.
Add note of refund to encounter visit.

429 Check out Protocol

To establish an efficient process when checking out a patient upon completion of their appointment. In
addition, demonstration of proper protocol when collecting payments for services rendered.

Procedure:

At the end of patient’'s exam, the Intern will escort the patient to Checkout.
1. Select patient to check out from the tracking screen.
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Review appointment comment to check what insurance was verified for visit.
Open up Insurance Authorization or Eligibility to confirm copay.

Set insurance being used as Primary and Pool all other insurances.

Click on Ledger at the top of the screen.

Click on EHR Post to review charges saved to ledger by the doctor.



7.

o

10.
11.
12.
13.

14.
15.

16.
17.

18.
19.

Review that charges match the type of visit set and insurance attached before posting
charges.

Click on Post.

Charge windows will pop up one by one to allow for you to edit each one. Review that the
following fields are correct:

[=] Add/Edit/Insert Charge - ] *
Cancel Save
Transaction - Family ID: A
Date Desc|NP Intermediate Examination | 1pBMK | Amount| 120,00 | agjust! | Bl 0.00 SKU | [Misc.
FrDm|U?J"3U.I"21 |TD|U?f3Uf21 |L0c |KH-°- ~ |.-'-\ux| ~ || ~ |DEpt|PC ~ |PDS| 11 |#| 1|Tas |1 ~ |Ca - Tax Tranljl
Claim
Set -15353 Mew Copy | [Expand| Referral-=Exam Dr. Last| hal | First| |
Diag |H04.123 Dry eye syndrome of bilateral lacrimal glands 9 s = v|

ICO ~ | Initial visit Rev ~
Fiip | Tlness Dilate EWC? E

| v| Fadlity UEC Anaheim w
Carriers i i
Diag |H04.123 | Hold| | 1nt. Notes Ext. Note| ~ | Line Item Historv
Re-Eill NDC
Insurance Carriers Wait Code M1 M2 M3 M4 Ins.Bal. LastBiled LastPaid Tot. Paid Tot. Adj. Tot Ded.
1) Cigna -PPO “ 92002 L i e ~ || 120,00 0.00 0.00 0.00
2) ~ 92002 ~ e e e 0,00 0.00 0.00 0.00
3) e 92002 L i e hd 0.00 0.00 0.00 0.00
Recorded
Add ID PRM Add Loc KHA Rx # Last Modified 07/30/21 Time 9 21

Payor MNotes Add Edit

At this time you can replace, add, or remove insurances for each charge.

Apply correct amounts towards insurance.

Click Save when finished.

On ledger window, add any adjustments needed and review that patient’s balance is correct.

Let patient know amount and confirm payment method.
Select Credit at the top of the screen > Responsible

[<] Account Ledger - Test, Patientd [ACCT:207434] [EHR:119218] Auto Resp All

IIlIIl - Auto Resp. Services @

i - uu - | Autc Resp. Materials L' o - -
Search Service Materisl  Add Edit Delete  Print Credit Insurance cPost  Ssh Mut  View Options
Patient: (4) Test, Patient® Responsible
Loc-Acct #:KHA - 207494 Claim Validate Unapplied

Posted pos P Activity ID LOC Dept Aux C # Code M1 M2 M3 P Diag. Amount A

07(29/21  07/29/21 Opened Ledger 0 0.00
07/30/21 07/30/21 A NP Intermediate Examination KHA PC 1 92002 11 120.00

Enter the amount to be collected.

Select each line item you want to place money on. Each line item will have a pop up window
where you will enter the amount that needs to be placed on that specific line item. Click Apply
after each amount.

Click Yes to Confirm Completion of Line Item Distribution.

Select Tender Type.
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Mame -
Check

Cach

CC Manual
Grant

Group Check
Direct Depos
AuthorizeMet
Credit Card
Refund CC
Ins. EFT
Refund Ins
Care Credit
Ins. CC

20. Add a note under ID/CC
a. Credit Cards: Enter card type and last 4 digits (Visa0808)
b. Checks: Enter Check # (9601)
c. Cash: No note required

21. Click Save.

22. Print receipt for patient.
23. Enter Recall.

4.2.10 Patient Relations-Handling Special Groups
Latino Health Access Appointments

To provide diabetic eye examinations to a cohort of patients that are part of a diabetes self-management
course. Latino Health Access is a community based organization in Santa Ana, California. Patients from
the community who are diabetic or pre-diabetic are recruited to participate in a 12 session educational
program that focuses on improving awareness of the disease through exercise, focus groups and medical
visits. SCCO and Latino Health Access have a long running partnership to provide eye examinations to
their referred patient base.

Contact Person: Guillermo Alvarez,